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Abstract: This paper analyzes the interference of lightning flashes with multiple antennas wireless communication
systems operating in the microwave band at 2.4 GHz and 5.2 GHz. A bit error rate (BER) measurement method was used
to evaluate BER and packet error rate (PER) during 5 heavy thunderstorms on January 25 and March 17 to 20, 2011,
respectively. In addition, BER measurements also were done on January 21 and March 30, 2011 under fair weather (FW)
conditions providing a baseline for comparison. The Transmitter-Receiver separation was fixed at 10 meter with line-of-
sight (LOS) consideration. We infer that lightning interfered with the transmitted digital pulses which resulted in a higher
recorded BER. The maximum recorded BER was 9.9-107 and the average recorded BER and PER were 2.07-107 and
2.44.10°2 respectively during the thunderstorms with the average fair weather BER and PER values under the influence of
adjacent channel interference (ACI) and co-channel interference (CCI) being 1.75-10°° and 7.35-10° respectively. We
conclude that multiple antennas wireless communication systems operating at the microwave frequency can be

significantly interfered by lightning.
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INTRODUCTION

The multiple antennas concept is proposed to fulfill the
demand for providing reliable high-speed wireless
communication links in harsh environments. Link reliability
of multiple antennas wireless networks is obtained by
increasing the probability of receiving bit successfully.
Multiple antennas technology has demonstrated that reliable
links could be maintained during data transmission under the
influence of man-made interference for various kinds of
wireless networks [1, 2]. However, interference due to
natural sources could reduce the link reliability significantly.
It could degrade the performance of all multiple antennas
links at the same time. Common sources of interference due
to natural phenomenon are lightning electromagnetic (EM)
pulses and geomagnetically induced currents (GIC).

Lightning discharges produce EM radiation across the
EM spectra. EM radiation for both ground and cloud flashes
has been studied extensively in radio spectrum from 1 kHz to
1 GHz [3]. Petersen and Beasley [4] recorded impulsive
microwave radiation emitted by lightning at 1.63 GHz by
using lightning mapping array (LMA) system. They
observed that return strokes always generated a significant
burst of impulsive activity that lasts on the order of 100 ps.
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They had also observed a significant impulsive activity
during the pre-return stroke period. Rust et al. [5] measured
microwave radiation at 2.2 GHz from ground flashes and
observed a significant burst of impulsive activity during
preliminary breakdown and during the propagation of the
stepped leader. The burst duration was typically between 5
and 10 ms. Furthermore, they discovered that not all ground
flashes produced such bursts. Such significant bursts could
possibly interfere  with  the transmitted digitized
communication pulses and reduce communication link
reliability in microwave band.

Ground discharge only contributes a quarter of the total
events of lightning discharge worldwide and cloud flash is
believed to be the most common type of lightning discharge
[6]. Sharma et al. [7] mentioned about the possibility of
trains of cloud flash pulses interfering with the information
sent through communication and data lines because the cloud
flash pulses are similar to digitized communication pulse
trains.

Esa et al. [8] investigated the effects of interference from
laboratory sparks on a private mobile radio (PMR)
communication link by observing the bit loss rate (BLR) at
the UHF band. Laboratory sparks were created in two
different series of measurements where in one case an
impulse voltage generator (IVG) was used and in another
case a recloser test set (RTS) was used. VG produced sparks
at breakdown voltages of 170kV and 400kV and RTS
produced magnetic fields at discharge current peaks of

2012 Bentham Open



156  Journal of Lightning Research, 2012, Volume 4

200A, 250A, 440A, 650A, 720A, 850A, 1500A and 2000A.
A pair of Motorola Talkabout T5420 walkie-talkies was
separated by 5 meters a line-of-sight (LOS) distance. These
walkie-talkies were used to transmit audio packets. Each
packet contains 1000 frequency shift-keying (FSK)
modulated bits. The measurements were conducted at
Universiti Teknologi Malaysia (UTM) High Voltage Lab,
Malaysia. In their experiment, where an impulse voltage was
applied to create the spark all bits were received successfully
without losses whereas 25 bits were lost for the high-current
experiment at 440A, 850A and 2kA current peak values
which corresponds to the BLR value of 2.5.10%
Interestingly, no losses were recorded for other current
values specially at 650A, 720A and 1500A. However no
explanation was given for this observation. Recorded BLR at
2.5:10° clearly shows a low quality audio transmission.

Work done in [9] investigated the effects of interference
from real lightning on single antenna communication links at
24 GHz. A received signal strength indicator (RSSI)
measurement method had been used with 1 meter LOS
separation. These measured RSSI values were used to
simulate bit error rate (BER) for data, audio and video
transmissions. The measurement was conducted in Malacca,
Malaysia during a rainy day in September 2010 and within
almost one hour three lightning flashes occurred close by. It
was concluded that lightning flashes reduce the received
power and lead to unreliable communication links.

In this paper we present an analysis of BER
measurements at 2.4 GHz and 5.2 GHz to evaluate the
effects of lightning interference on audio transmission for a
multiple antennas communication system. These unlicensed
frequency bands were chosen because of various modern
wireless communication systems are operating within these
free frequency bands. The interference source was obtained
directly from natural lightning and differs from laboratory
sparks as in [8] and the BER values in our work were
measured and not simulated as in [9]. In addition previous
work in [9] considered only single antenna communication
links at 2.4 GHz.

MEASUREMENT CAMPAIGN

A Dual-band Linksys WRT610N router [10] was
connected through LAN cables to a laptop acting as a server.
Another laptop acted as a client and was connected to the
router wirelessly. A Dual-band Cisco WUSB600N wireless
network card [11] was attached to the client laptop through
USB interface. The router and the client laptop were
equipped with three and two antennas respectively to realize
multiple antennas technology. The router was connected to a
power outlet available on the outer wall of an adjacent
building and other devices were battery-powered.

The transmitting system (server laptop, router and
antennas) was positioned on a wooden structure two meters
above ground and the receiving system (client laptop,
wireless network card and antennas) was positioned on a
wooden structure half a meter above ground. Both the
transmitting and receiving systems were covered from rain
by a roof structure. The ‘ground’ in Fig. (1) refers to Earth’s
surface only. A ten meters distance separated the
transmitting system from the receiving system. Fig. (1)
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illustrates these configurations. Both the transmitter and the
receiver were operating either at 2.4 GHz or 5.2 GHz.
Adaptive modulations were chosen. Taking ten meters of
LOS range into consideration, most probably 64-quadrature
amplitude modulation (QAM) was fully utilized.

The application layer at the server of the transmitting
system emulated a RealAudio application broadcasting audio
content from a multimedia CD-ROM. The average sending
data rate was 80 Kbps. The size of the audio data was 1
Mbytes. This data was transmitted using real time protocol
(RTP) [12] over user datagram protocol/Internet protocol
(UDP/IP) as shown in Fig. (2). The payload type of the RTP
was G.729 [13]. The total overhead added to a single audio
data packet was 40 bytes (from RTP, UDP and IP headers).
However datagram segmentation at the UDP layer and
packet fragmentation at the IP layer could increase more the
total overhead added to the audio data packet. Thus the total
number of bytes sent from the server was 1 Mbytes audio
data including the total overhead depending on how many
datagrams was generated.

These network layer packets were transmitted to the
router by using 802.3ab physical interface [14] with a
maximum sending data rate of 1 Gbps. The router forwarded
these packets to the receiving system over the wireless
communication link by using 802.11n radio interface [15]
with a maximum sending rate of 130 Mbps. Distributed
coordinated function (DCF) protocol without the request-to-
send/clear-to-send (RTS/CTS) mechanism was chosen for
the operation of 802.11n radio. The handshaking mechanism
was disabled after the hidden node problem was eliminated
completely. Also other measures to eliminate hidden node
problem had been taken such as providing strong LOS path,
shorter Transmitter-Receiver separation and the usage of
omni-directional antenna.

The 802.11n radio interface at the receiving system
received the transmitted bytes and forwarded them to the
client laptop through USB interface with a maximum data
rate of 480 Mbps. Forward error correction (FEC)
mechanism was used in the 802.11n radio interface to correct
any detected error in the received bytes. The Frame Check
Sequence (FCS) at the end of each frame detects most of the
errors that are not corrected by the FEC scheme. These errors
are corrected by retransmissions at the MAC layer. Any bit
that cannot be corrected by the FEC and FCS was counted as
an error at the IP layer. At the UDP layer, a packet with a
certain number of error bytes was considered damaged and
discarded. The report of the total number of bytes and
packets in error was transmitted to the server after the run
time was completed.

Seven measurements were conducted on 21% January,
25" January, 17" March, 18" March, 19" March, 20"
March, and 30" March. All the measurements were done in
year 2011 at Universiti Teknikal Malaysia Melaka (UTeM)
(latitude 2.313889°N, longitude 102.318333°E), Malacca,
Malaysia. Fig. (3) shows the measurement site together with
the location of interfering transmitters labeled as Router 1,
Router 2 and Router 3.

Two measurements were carried out under fair weather
(FW) on 21% January and 30" March which provide a
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Fig. (1). Wireless router, server and client configurations used in this study.

Server

i [DATA]imayte | Client
Encapsulation | ' FER TR !
128] DATA RTP ! ST !
- L E
EauzsiwAl .+ [ UDP ©  WRT 610N Router : !
5 4 A WUSB 600N ; !
[208]8B[126] DATA | ! P bl P : !
| : 802’3 5 S | : ¥ 7 130Mbps by ! | _-!E-‘ E
3ab | 16hps./[802.3 ab|[802.11n : '11802.11n] iag0 Mbps! :
PALOM Interface ' “!lInterface|| Radio 35/;?. Radlo R !
Lt B, :

[MACHesder] _ PAVLOAD __[FGS)
LAN Cable
PAYLOAD = TOTAL BYTES SENT

Fig. (2). A networking description of the payload generation, transmission and reception.

baseline for comparison. FW measurements on 21% January
were done under the influence of man-made interference
with the existence of several adjacent channel interferers
(ACIs) and co-channel interferers (CCIs). Three transmitters
operated in the same band or the adjacent bands contributed
to CCI or ACI interferences. The reasons to introduce these
interferences are to validate the claim that multiple antennas
communication link could operate very well under the
influence of both interferences compared to single antenna
communication link and also providing a baseline
comparison for the thunderstorm measurements. The total

run time for both FW measurements was 3 hours or 10800
seconds.

The other five measurements out of total seven
measurements, on the other hand, were carried out durin%
thunderstorms on 25" January, 17" March, 18" March, 19"
March, and 20" March. The total run time for thunderstorm
measurements was the same as FW measurements with the
exception on 18" and 20" March. The total run time for 18"
and 20" March was 90 minutes and 130 minutes
respectively. The thunderstorm measurements were free
from both ACI/CCI and hidden node problems. The selected
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non-overlapping channel was made sure to be clear before
the thunderstorm measurements were conducted.

Both the transmitting and the receiving systems were set
on start once heavy and dark thundercloud was observed and
the both systems were set to off and the measurements were
ended once the rain stopped. The total run time of the system
experienced three different meteorological conditions
namely thundercloud without rain, thundercloud with rain,
and lightning flashes. The thundercloud without rain did
always occur first followed by thundercloud with rain.
Lightning flashes occurred during thundercloud with or
without rain. At frequencies below 10 GHz, attenuation by
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atmospheric gases and rain may normally be neglected [16].
Therefore the communication links were affected by the
thunderstorm alone.

PERFORMANCE ANALYSIS

Data collected from two reference measurements under
fair weather conditions was used to analyze the performance
of the multiple antennas wireless communication system
under thunderstorm conditions. As stated before, data during
thunderstorm was recorded from five different thunderstorms
and the result of the analysis is presented here. In all figures,
each BER point corresponds to the number of error bits

Table 1.  Statistics of the Measured BER and PER
Measurement Date (Tag, Colour Code) Frequency Maximum Average PER

21 January (Baseline 2, red) 2.4 GHz 4010° 1.75-10° 1.47-10°
30 March (Baseline 1, blue) 2.4 GHz 4,010 1.27-10° 0

25 January (Thunderstorm 1, green) 2.4 GHz 9.9.10" 1.40-10"* 1.43-10

17 March (Thunderstorm 2, green) 2.4 GHz 2,010 8.90-10° 8.86-10°

18 March (Thunderstorm 3, green) 5.2 GHz 5.010" 4.15.102 4.22.10?

19 March (Thunderstorm 4, green) 5.2 GHz 6.5-10" 3.20-10% 3.34.10

20 March (Thunderstorm 5, green) 2.4 GHz 8.5.10" 2.08-107 2.32:10
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Fig. (3). Measurement site at latitude 2.313889°N, longitude 102.318333°E given by Google earth.
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measured at the receiver for a complete transmission of a 1
Mbytes train of bits from the transmitter. The horizontal axis
represents the measurement elapsed time.

In the case of compressed audio bit streams, erroneous
packets may invalidate greater numbers of subsequent
packets. As a result, lower values of network error rates must
be maintained. In general, a communication link for
broadcast audio streams is recommended to maintain BER
below 1.10° [17] while for CD-quality broadcast
compressed audio stream, the recommended BER value is
below 1.10* [18]. A G.729 codec requires A packet error
rate (PER) far less than 1-107 to avoid audible errors [17].

Table 1 shows the maximum and average values of the
measured BER together with the information about the
operating frequency and color-coding used in the figures.
The FW measurements provide 3-hour BER values during
the normal or quiet period with the absence of thunderstorm.
Also Table 1 shows the PER values measured at UDP layer.
All thunderstorms may experience audible errors because the
recorded PER values were close to or higher than 1-102.

Fig. (4) shows the BER plots of FW measurements done
on 21% January 2011 (denoted as Baseline 2) and 30" March
2011 (denoted as Baseline 1) with red and blue color codes,

0005 , .
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respectively. The average BER values are 1.75:10° and
1.27:10° for Baseline 2 and Baseline 1 respectively. The
average BER value of Baseline 2 is ten times higher than the
Baseline 1 value however this value is insignificant because
below than 1-10*. Moreover the PER values for both
measurements were low enough to avoid audible errors.
These baseline measurements demonstrated how multiple
antennas technology provided reliable communication links
for audio transmission even under the influence of ACI and
CClI.

Fig. (5a) shows the measured BER during 25" January
2011 thunderstorm (denoted as Thunderstorm 1) at 2.4 GHz.
Most of the BER points were recorded below 2-10* as the
average BER value (shown as black line, see Fig. 5b) was
estimated at 1.40-10™ with exception at 6135 seconds point
in the second hour of measurement. At this point, almost all
the transmitted bits were corrupted with 9.9-10% BER
recorded. The communication link may cause audible errors
for the audio transmission during Thunderstorm 1 because
the average BER value was higher than 1.10™* and measured
PER value was higher than 1.10°. Zoomed BER values
between 0 and 0.004 are shown in Fig. (5b) to provide a
clear comparison of Thunderstorm 1 and baseline values.
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Fig. (4). Measured BER during Baseline 1 and 2 measurements at 2.4 GHz.
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Fig. (5). Measured BER during Thunderstorm 1 measurements on 25t January 2011 at 2.4 GHz.
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Fig. (6). Measured BER during Thunderstorms 2 measurement on 17" March 2011 at 2.4 GHz.

Fig. (6a) shows the measured BER during 17" March
2011 thunderstorm (denoted as Thunderstorm 2) at 2.4 GHz.
Most of the BER points were recorded below 1-107 as the
average BER value (shown as black line) was estimated at
8.9:10 with exception at 9513 and 10390 seconds in the

third hour of measurement. At these points, two maximum
recorded BER values were 1.988:10™ and 1.010-10™" at 9513
seconds and 10390 seconds  respectively. The
communication link may cause audible errors for the audio
transmission during Thunderstorm 2 because the average
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Fig. (7). Measured BER during Thunderstorms 3 measurement on 18" March 2011 at 5.2 GHz.

BER value was higher than 1.10™ and measured PER value
was close to 1-10°%. Zoomed BER values between 0 and 0.03
are presented in Fig. (6b) to provide a clear comparison of
Thunderstorm 2 and baseline values.

Fig. (7a) shows the measured BER during 18" March
2011 thunderstorm (denoted as Thunderstorm 3) at 5.2 GHz.
Most of the BER points were recorded below 5-107 as the
average BER value (shown as black line) was estimated at
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Fig. (8). Measured BER during Thunderstorms 4 measurement on 19" March 2011 at 5.2 GHz.

4.15-10 which is higher than recommended value at 1.10™.
The maximum recorded BER value was 5.024-10" at 2435
seconds. Also it was observed that PER value was higher
than 1-10° during this 90 minutes duration. The
communication link may cause audible errors for the audio
transmission during Thunderstorm 3. Zoomed BER values

between 0 and 0.05 are given in Fig. (7b) to provide a clear
comparison of Thunderstorm 3 and baseline values.

Fig. (8a) shows the measured BER during 19" March
2011 thunderstorm (denoted as Thunderstorm 4) at 5.2 GHz.
Most of the BER points were recorded below 5-107 as the
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Fig. (9). Measured BER during Thunderstorms 5 measurement on 20" March 2011 at 2.4 GHz.

average BER value (shown as black line) was estimated at
3.2:10 which is higher than recommended value at 1.10™.
The maximum recorded BER value was 6.484.10" at 666.2
seconds. Also it was observed that PER value was higher
than 1.102. The communication link may cause audible
errors for the audio transmission during Thunderstorm 4.

Zoomed BER values between 0 and 0.04 are shown in Fig.
(8b) to provide a clear comparison of Thunderstorm 4 and
baseline values.

Fig. (9a) shows the measured BER during 20" March
2011 thunderstorm (denoted as Thunderstorm 5) at 2.4 GHz.
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Most of the BER points were recorded above 5:10% as the
average BER value (shown as black line) was estimated at
2.08:102 which is higher than recommended value at 1-10™.
The maximum recorded BER value was 8.520-10" at 5110
seconds. Also it was observed that PER value was higher
than 1-10° during this 130 minutes duration. The
communication link may cause audible errors for the audio
transmission during Thunderstorm 5. Zoomed BER values
between 0 and 0.05 are given in Fig. (9b) to provide a clear
comparison of Thunderstorm 5 and baseline values.

In summary the average BER and measured PER values
for all the thunderstorms were higher than for FW with the
mean of the average values is 2.07-10%, which agrees with
the laboratory BLR value at 2.5:10 as recorded in [8]. The
interference is more intense at 5.2 GHz band as observed
from higher recorded PER values compared to 2.4 GHz band
as shown in Table 1.

CONCLUSION

We measured BER of an audio transmission at 2.4 and
5.2 GHz for a multiple antennas communication system
under thunderstorm conditions. Our observations confirm the
works in [8, 9] and also show that the multiple antennas
communication systems can also be significantly interfered
by natural thunderstorm operating at the studied microwave
frequency.
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