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Abstract: Along with the unceasing expansion of computer network scale, sharp growth of network user quantity, and
various kinds of network security incidents also emerged in an endless stream, so computer networking faces severe chal-
lenges. At present, the research on network security is mainly concentrated on the research on intrusion detection method,
but with the network's complexity and uncertainty increases, the research on network security situation is bound to be-
come a trend. Research on network security situation warrants that the security state should be integrated into various
safety factors for the whole dynamic response of the whole network, and to make timely and accurate prediction of the
state of safety. This paper establishes the evaluation and prediction model of computer network security situation. After
analyzing and summarizing the existing methods of some network security situation evaluation and prediction algorithm,
this paper proposes a model for network security situation assessment and prediction of the trend of multi sensor data fu-

sion.
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1. INTRODUCTION

In the traditional network management mechanism in the
network, each sensor of the work is independent of each oth-
er. Since there is no effective information extraction and
fusion, so the overall state of the network is not reflected, not
only they failed to achieve the effect of strengthening man-
agement, but also increased the administrator's burden, and
need analysis results in the detection of multiple sensors [1-
5]. In the complex network environment network manage-
ment must be able to collect the data of multiple sensors,
collect the uncertain information standardization processing,
integrate, evaluate, make the evaluation results in visual
manner, and for auxiliary network managers to quickly make
a decision; the problem of network security thus appears to
be repaired [6]. Therefore, the concept of network security
situation emerged as the time’s requirement, and it can effec-
tively integrate information of multiple sensors, the macro
reaction of the current operation state of the whole network
[7, 8].

Research on network security situation is mainly divided
into two stages: prediction of network security situation as-
sessment and security situation. Network security situation
assessment refers to a certain scale under the network envi-
ronment, collected from multiple sensors which can affect
various data and the current state of the network, obtain, and
understand certain mathematical operation, so as to get the
current network operation state; the results are displayed [9].
Network security situation prediction, is mainly the use of
past and present network security situation prediction of
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future value [10, 11]. The two stages are not studied in isola-
tion, since every stage of the results plays a crucial role in
the final decision.

At present, due to the rapid expansion of the scale of the
Internet, network applications are vulnerable to the network
attack behavior. As the impact of the harm will expand, so
the importance of the study of network security continues to
be apparent. Previous research focused on network security
situation awareness and sketched the basic research frame-
work: prediction of four modules of data acquisition, situa-
tional understanding, situation assessment, and trends. But
those studies mostly lack overall consideration on the net-
work security elements, used single data source; the results
of the assessment is not comprehensive enough; and mostly
using hierarchical weighted analysis method, with a certain
degree of subjectivity; and also need practical experience.
Keeping in view the above problems, this paper puts forward
a set of network security situations assessment based on the
analysis, considering the network traffic information, IDS
alarm information, host log information, using the theory of
set pair analysis of multisensor information fusion safety
situation of each node, security situation combined with the
weight of a plurality of nodes to get the whole network, fi-
nally draw the situational network security graph.

2. RELATED THEORY

2.1. The Research Status of Network Security

The concept of network security situation awareness
(Cyberspace Situation Awareness) was first introduced in
1999 by Tim Bass [11, 12]. The so-called network security
situational awareness refers to large-scale network environ-
ment, the use of multiple sensors to collect various data
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Fig. (1). Network security situation based on multi sensor data fusion model.

whose security state can affect the network, then the original
data analysis, understanding, fusion, get the current situation
of network security at the same time, and the safety state of
the future network prediction. The ultimate goal of network
security situation awareness is the results of NSSA that are
applied to the network management [13], in the complicated
network environment, for collecting multiple sensor data,
and the uncertainty evaluation of information fusion and
local characteristics. Therefore, a comprehensive network
security is required to reflect the overall state of the network,
for network administrators to provide quick support to make
a decision. Bass did not implement the prototype system of
concrete.

At present, research on network security situation is
mainly concentrated in the aspects of situation assessment
and situation visualization of [14]. Domestic and foreign
experts and scholars according to different evaluation algo-
rithms, and model predictive algorithms, designed and im-
plemented a variety of network security situation awareness
models [15, 16].

2.2. The Key Technology of Network Security Situation
Awareness

At present, there are various network applications, which
make the network structure complicated, and the network
traffic is also very big, with complexity and a certain amount
of redundant network, largely exist due to original data col-
lection. So, our research should consider the network securi-
ty situation involving many key technologies. We mainly
introduced three technologies of network security situation
awareness to apply to the data mining technology: technolo-
gy forecast, situation evaluation and situation of technology.

Network security situation based on multi sensor data fu-
sion model is shown in Fig. (1).
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3. NETWORK SECURITY SITUATION ASSESS-
MENT MODEL

3.1. Positioning Netting Optimization Mathematical
Model

The number of track measuring instrument in the test set
is 3, coordinate O- XYZ Cartesian coordinate system is
shown in Fig. (2).

Position three coordinates measuring instrument; the
measured dynamic target coordinates location for M (X, y, Z)
for plane shadow M formed in three stations (1,2,3); three
measurement target measuring instrument M, the azimuth
angle (pitch for the goal of measuring the obtained angle
E(1,2,3) for measuring instrument to the distance measured
target M. Track measuring slant range, azimuth and eleva-
tion data of Ei that can use the position parameter X, Y, Z in
rectangular coordinates are expressed as:

R=[(X-X)\+(Y-Yy+(Z-Z) ) (12)

0°+arcsin[(Z-Z)/L] X-X,20
180" —arcsin[(Z-Z))/ L] X-X, 20

E =arctan[(Y-Y)/ L] (13)

In the formula, Xi, Yi and Zi represent the i track of the
Cartesian coordinate measuring instrument. The nonlinear
equations are converted into linear equations after Taylor
launched position parameters that are calculated using the
least squares estimation of target trajectory.

AL=AANX +& (14)

A measurement data track measuring instrument based
on the target trajectory parameters X, Y, Z of the partial de-
rivative matrix Jacobi is:

That is:
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3.2. Method Based on Pattern Recognition

Pattern recognition theory developed in the 60's, which
has attracted wide attention in many academic fields, pro-
moting the development of artificial intelligence theory.
Usually, using time and space information observation spe-
cific things called patterns are formed, and then the pattern
recognition will map the information as an abstract concept.

Using K-NN to calculate an integer K needs experiment
based on an already sorted training set, i.e. a calculation
method of shortest distance. As shown in Fig. (3) There are
three sorting classifications, when a new target enters it
needs to find a suitable classification to sort itself into it.

3.3. Intrusion Detection System

The system is divided into three layers: system layer,
platform layer, application layer. Fig. (4) shows the system
model in cloud environment, where the system layer in-
cludes a virtual host and a network service, such as the Ama-
zon EC2 service. The platform layer is the second layer of
cloud system, including the operating system virtualization
and running environment, and APIs, such as Windows Az-
ure. It provides some APIs, and used to store and manage
independent of some common language runtime environ-
ments (CLR). The application layer as the top of the cloud
system is responsible for providing virtual applications, such
as Google App Engine. The customer can write and upload
some Web applications, which can be executed on the GAE
and can be accessed via Web.
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Fig. (3). The three classification example.
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Fig. (4). The system model in cloud environment.

Host intrusion detection system for the host monitoring
and analysis of the collected information, such as file sys-
tems, networking events, and system call, to detect intrusion
information. Through the observation of the host kernel
modifications to the host file system and the behavior of the
program, when detected with unexpected behavior, it reports
of the possible attacks. The efficiency of HIDS depends on
the characteristics of the monitoring system as shown in Fig.

(5).

Network security situation analysis based on connection
degree is unique. The security situation on the network level
has made a clear division. And through this value position at
12 levels, we are aware of the degree of danger to current
network security situation. Unlike the traditional model
NSSA obtained a network security situation value but can’t
find the value of the degree of risk on behalf of the network
administrator in order to understand the situation, to facili-
tate rapid decisions.

4. EXPERIMENTAL RESULTS

4.1. Data Standardization Processing

Now suppose that there are n assessing network servers,
denoted Mz{Ml,Mz,...,Mn}, for each server with m in-

dex, denoted by / :{11,12,...,1,"} ,the first measure ! server
M,. first kind j index value isie(l,2,...,n),je(1,2,...,m),
then each index value of n servers constitute the matrix F .
The data set does not provide the topological structure of
network, host service information and vulnerability infor-
mation; analysis of DARPA2000 about network topology is

shown in Fig. (6). This paper collected information from
snort (Table 1).
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Fig. (6). The analysis of DARPA2000 about network topology.

4.2. Classification of Multi Sensor

According to the technical approach to classification,
sensors can be classified as radar, signals intelligence sen-
sors, radiometer, photoelectric sensors, remote sensors,
ground battlefield sensor and acoustic detection sensor [9].
These sensors can be deployed on the ground, coastal, sur-
face and underwater or mounted on a single soldier, ships,
submarines, balloons, aircraft, and satellite motion platform,
as shown in Fig. (7).

Optimization of technology directly originated from the
military practice of sensor stations cloth branching linear
programming, search theory, network and data processing
statistics. It directly originated from the two tactical warfare
i.e. evaluation and improvement of military application.

Echo state network model is a new neural network mod-
el. It is unique in that it invented the concept of the reserve
pool, i.e. sparsely connected neurons consist of reserve pool
instead of hidden layer neural network; a nonlinear descrip-
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Fig. (8). Basic structure echo state network.

tion can describe it as high dimension input data. The train-
ing process generates a reserve pool process but the echo
state network is independent of each other, so it only needs
to use the linear method that can provide output layer
weights during training reserve pool, which makes the train-
ing process simplified and ensures that the weights have the
global optimality and good generalization ability. Basic
structure of echo state network is shown in Fig. (8).

The Radial Basis Function (RBF) neural network model
is a very effective three-layer feedforward, its continuous
function can approximate any arbitrary accuracy of the per-
formance, gives the best approximation, can be handled
within the system to parse law, and also has good generaliza-
tion ability. In RBF as a network of local approximation,
each input needs to adjust only a few weights, so relative to
the BP network, RBF network has a faster convergence
speed.
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Table 1. Index value of n servers constituting the matrix F.

I, 1, I,
M, LY ly L
M, by by L
M, lu lix Lum
M h h, h,
M I, 1, I,

K is the number of hidden nodes of RBF neural network, CONCLUSION

obtained through training; hidden node width, is shown in

This paper first introduces the research background,

Fig. (9). . . . .

& () summarizes the status of domestic and international network
The prediction results obtained from the trained network security situational awareness, provides detailed introduction

and the actual value comparison are shown in Fig. (10). of the concept of network security situation awareness and

multi sensor data fusion technology, analyses, contrasts and
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sums up several main methods of current network security
situation assessment and network security situation predic-
tion. The current research aiming at multi-source data in the
network characteristics and network security situation having
some shortcomings, puts forward the assessment and predic-
tion of the trend of network security situation based on multi
sensor data fusion model, which makes up for the traditional
use of single sensor data sources led to the network security
situation whose value is not comprehensive and have inte-
grated disadvantages. To overcome the problems in tradi-
tional sources of network security situational awareness sin-
gle data, we derived a network security situation model from
the original data with more comprehensive characters, such
as host vulnerability and network attack sensing, ensuring
the safety status of the whole network.
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