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Abstract: As DV-Hop algorithm estimates distance by distance vector exchanging, positioning process is vulnerable to 

devastate wormhole attacking. An improved DV-Hop algorithm (AWADV-Hop) which resists wormhole attack is  

proposed, based on the original algorithm in this paper. To solve the problem that hops and the average distance per hop is 

the most vulnerable to wormhole attack in DV-Hop. This paper first fixes hop value by detecting the wormhole attack. 

Then, according to error comparison of the average distance per hop of anchor node and the average distance per hop of 

the whole network, locate permission of anchor nodes are re-decided. Average distance per hop of anchor nodes with  

positioning permissions is weighted to be the ultimate per hop distance of unknown node. Finally, simulated by MATLAB 

and simulation results show that this algorithm can effectively resist wormhole attack and improve the positioning  

accuracy. 
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1. INTRODUCTION  

Node localization is the prerequisite and basis for various 
applications in wireless sensor networks [1]. Scholars pay 
high attention to DV-Hop algorithm [2] as it has many ad-
vantages, such as without ranging, directional antenna is not 
required and have good positioning accuracy etc.. But its 
security is relatively poor, extremely vulnerable to devastate 
wormhole attack [3]. For wormhole attack detection and 
prevention, many scholars have proposed ways to solve. 
Such as in the study of literature [4-9]. These methods can 
effectively resist the wormhole attack in DV-Hop algorithm 
to some extent, but there are still issues such as positioning 
accuracy is not ideal. Based on previous work, through a 
detailed analysis of the wormhole attack in DV-Hop algo-
rithm, an improved DV-Hop algorithm (AWADV-Hop algo-
rithm) is presented both to resist wormhole attack and to 
improve the positioning accuracy in this paper. 

2. RELATED WORK 

2.1. Work Principle of DV-Hop  

DV-Hop algorithm is proposed by Drago Niculescu, 
which is divided into three phases. 

The first stage: calculate the minimum number of hops 
between nodes. 

The second stage: calculate the average distance per hop 
of each anchor node. The formula is shown in Eq. (1). 

          (1)  

 

 are coordinate positions of node i and 

node j, is the minimum number of hops between the 

two nodes. Then use  to obtain estimated dis-

tance between the nodes. 

The third stage: use trilateration or maximum likelihood 
estimation method to calculate the unknown node coordi-
nates. 

2.2. Types of Wormhole Attack 

Wormhole attack establishes a link without a communi-
cation range of each other, so make two long distance nodes 
as two adjacent nodes, resulting in greatly reduced position-
ing accuracy. Karlof proposed wormhole attack in safety 
route [10]. Hu Y C analyzed wormhole attacks in wireless 
sensor networks [4]. Lazos proposed that wormhole attack 
risk also exists in the DV-Hop algorithm [11]. Common 
types wormhole attack: First, the packet is tampered, which 
can be an effective defended by conventional cryptography 
mechanism. Second, High replay attack; Third, hide-band 
channel attacks. This paper aims to the third kind of attacks. 

2.3. Analysis of Wormhole Attack in DV-Hop 

As DV-Hop algorithm involves a number of hops be-
tween two nodes, if the wormhole connected formed by a 
band hidden channel, then hops will be reduced. Hops be-
tween nodes thereby greatly reduce, the average distance per 
hop of anchor nodes will increase, which have a great influ-
ence on the position of the last acquired. 

Under normal circumstances, as shown in Fig. (1a), 

, ,

. if node P gets the average distance per hop from node 

B, The distance between it and the three anchor nodes re-

spectively is ,

, . 
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Under the wormhole attack case, shown in Fig. 

(1b), , ,

, if node P gets the average distance per hop from 

node B, The distance between it and the three anchor nodes 

respectively is ,

, . It can be seen that, when there 

is wormhole attack in DV-Hop algorithm, it will significant-

ly reduce the number of hops between nodes. The average 

distance per hop of the anchor node will increase, leading to 

a sharp increase in position error, which even cannot be lo-

cated.  

3. AWADV-HOP ALGORITHM RESISTS WORM-
HOLE ATTACK 

For wormhole attack in DV-Hop algorithm, hops and 
jump distance is improved in the paper to effectively resist 
the wormhole attack and achieve safe location for nodes. 

3.1. The Improvement of AWADV-Hop Algorithm 

(1) Limit the maximum number of hops. When the net-
work topology is irregular, the error of actual distance per 
hop increases with the number of hops becomes larger, devi-
ation between the estimated distance of per hop and the actu-
al distance of per hop is growing. Thus limiting the maxi-

mum number of spread hop (Mh)of data packets can both 
reduce network traffic and can reduce errors of distance per 
hop. According to the network size, proportion of the anchor 
node in the network as well as the network connectivity to 
set Mh value [12-14]. To ensure within the range Mh, there 
are anchor nodes around unknown nodes, Mh=4 is set in the 
paper. 

(2) Hops improvements. In wireless sensor networks, the 
communication distance between nodes can’t be greater than 
the maximum communication radius R, Thus use Eq. (2) to 
detect whether there is an wormhole attack between anchor 
nodes. 

             (2)  

If the Eq. (2) is tenable, there exists wormhole attack be-
tween nodes i and j. Then, directly use Eq. (3) to calculate 
the value of  to replace . 

         (3)  

As shown in Fig. (1b), assuming the communication ra-

dius of each node are R = 20m. For anchor node B which 

 

Fig. (1a). Normal DV-hop. 

 

Fig. (1b). DV-Hop suffering wormhole attack. 
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suffers wormhole attack, =4 

place , thus,

, which is relatively close to the average distance per 

hop without attack. 

As for the unknown node, then use received hops of two 
anchor node hopA, hopB to determine whether there is 
wormhole attack by Eq. (4).  

            (4)  

If path of the two anchor nodes which through the node 
does not exist attack, then use the hops of the two nodes to 
detect hops from other anchor nodes. Once hopC which is 
attacked by the wormhole is detected, then use hopA and 
hopB , which are no wormhole attack, correct hop value by 
Eq. (5).  

                (5) 

As shown in Fig. (1b), Eq. (5) to correct 

, which is the same as the hop which 

was not attacked, which effective against the impact of the 

wormhole attack on the hop count.  

(3) Remove malicious nodes by distance per hop. Cor-
recting the number of hops, to a certain extent, is effective 
against the wormhole attack, but there are still malicious 
nodes which cause distance per hop calculation error. There-
fore, this paper further removes malicious nodes by distance 
per hop to reduce the impact of the wormhole attack on the 
location error. 

Using hops which have been corrected to calculate aver-
age distance per hop (hopsize) of each anchor node by Eq. 
(1). As a correction, hopsize is broadcast in the network. 

Unknown nodes collect all the correction information of 
anchor nodes within its communication range to establish the 
correction value set . Using Eq. (6) 
to calculate the average distance per hop(avghs) of the whole 
network. Then calculate error of average distance per hop 
(hopsize) of each anchor node and the average distance per 
hop(avghs) of the whole network.The formula is shown in 
Eq. (7). Setting upper limits and lower limits of the er-
ror. By determining the relationship between the error  and 
the upper limit and lower limit is to correct the average dis-
tance per hop and location permissions of each anchor node. 

       (6) 

            (7)  

If , the anchor node is joined in positioning anchor 

node set. If , using avghs replace their average 

distance per hop, then joins in positioning anchor node set. If 

, the node may be malicious node, deprive locate 

permission of the node. Eventually forming the set of nodes 

for positioning . Different anchor nodes have dif-

ferent located affects on the unknown node. therefore, give a 

weight to each node in accordance with the Eq. (8). Calcu-

late average distance per hop of the unknown nodes by Eq. 

(9). 

              (8) 

            (9)  

3.2. Positioning Process of AWADV-Hop Algorithm 

Based on the above analysis, positioning process of 
AWADV-Hop algorithm which resists wormhole attack is 
described as below. 

The first stage: Each anchor nodes broadcast data packets 
which contain the node label, coordi-

nates positions. The minimum number of hops and re-
strictions on the maximum number of network hops to the 
network. The minimum number of hops is initialized to 0 
and Mh = 5. After receiving this packet, = +1 in 
each neighbor node, judge whether  is greater than Mh, 
if it is, the packet is discarded, otherwise it forwards the 
packet. If the node is an anchor node, using the data packet 
information to judge whether there is wormhole attack by 
Eq. (2). If there is wormhole attack, hop is corrected by us-
ing Eq. (3). Then the packet is saved into data sheet. Other-
wise, the packet is saved directly. The unknown node uses 
Eq. (4) to detect the impact of the wormhole and Eq. (5) is 
used to correct the number of hops which is attacked if there 
is wormhole. 

The second stage: After completion of the first stage, 
each anchor node uses Eq. (1) to calculate the average dis-
tance per hop. Then the data packet is 
broadcasted to the network, Mh is initialized to 0. When the 
node receives the data packet, makes then 
forwards it. When Mh> 5, the packet is discarded. Unknown 
node receives set of average distance per hop 
( of all-anchor nodes within commu-
nication range. It then calculates the average distance per 
hop of the whole network and the error  of the average dis-
tance per hop of anchor nodes and the average per hop of the 
whole network. Reassign positioning permissions of the an-
chor node by judge , revoke positioning permissions of an-
chor nodes which exists wormhole attack. Correct the aver-
age distance per hop of part of the anchor nodes and generate 
a new set of anchor nodes. Using Eq. (9) to obtain final aver-
age distance per hop of unknown node, the estimated dis-
tance between nodes is obtained by hops multiplied by the 
average distance per hop. 

The third stage: the same as the DV-Hop algorithm.  

4. SIMULATION 

In order to verify the positioning performance and validi-
ty of resisting wormhole attack of AWADV-Hop localiza-
tion algorithm, MATLAB7.0 simulation platform is used to 
simulate AWADV-Hop localization algorithm and DV-Hop 
localization algorithm. The performance of the proposed 
algorithm is measured in two ways which are the average 
location error and traffic. The average location error is de-
fined as [15-20]: 

       (10) 
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where  respectively, is the true coordinate 

position and the estimation coordinate position of node and 

its communication radius. 

The experimental area is 300m  300m of randomly de-

ployed 500 sensor nodes. Initialize the network node distri-

bution which is shown in Fig. (2). The maximum propaga-

tion network hops is set to 5. According to the literature [10], 

when the values of error  of the average distance per hop of 

anchor nodes and the average distance per hop of the whole 

network in [0.08avghs, 0.2avghs] range, not only can remove 

the malicious nodes, but also can ensure positioning accura-

cy requirements of the algorithm [21, 22]. Therefore, this 

paper set upper limit and lower limit value of 0.08avghs 

and 0.2avghs. Wormhole link length is 50m. 

 

Fig. (2). Distribution network. 

4.1. Simulation 1 

Proportion of anchor nodes from 5% to 50%, communi-

cation radius of node is 20m, no wormhole attack, wormhole 

link number is 10, comparison of the average location error 

of two algorithms. The simulation results are shown in Figs. 

(3 and 4).  

  

Fig. (3). The average location error without wormhole attack. 

 

Fig. (4). The average location error with wormhole attack. 

 

Fig. (5). The average location error without wormhole attack. 

 

Fig. (6). The average location error with wormhole attack. 

Proportion of anchor nodes from 5% to 50%, communi-
cation radius of node is 40m, no wormhole attack, wormhole 
link number is 10. Comparison of the average location error 
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of two algorithms. The simulation results are shown in Figs. 
(5 and 6). 

As can be seen from the simulation results which are 
shown in Figs. (3-6), in the case of non-attack, with an in-
crease in the proportion of beacon nodes, connectivity of the 
network continuously increases. The number of the nodes 
involved in the positioning beacon increases. The positioning 
accuracy increases accordingly. Thus positioning errors of 
DV-Hop algorithm and AWADV-Hop algorithm are re-
duced, because average distance per hop of unknown nodes 
is weighted in AWADV-Hop algorithm. Thus it is closer to 
the actual distance of each hop. Positioning error is smaller 
than DV-Hop algorithm and has more stable and smooth 
curves. 

In the situation with the wormhole attack, DV-Hop algo-
rithm has no way to resist, thus localization error of node is 
far greater than the normal level. When wormhole attack 
occurs, the number of hops is corrected and the average dis-
tance per hop of wormhole anchor node is instead by the 
average distance per hop of the whole network in AWADV-
Hop algorithm. In addition, remove positioning permissions 
of wormhole anchor node with larger error and the average 
distance per hop of unknown node is weighted. Thus it is 
more close to the actual distance of each hop, and thus im-
proves the positioning accuracy of the algorithm. The error is 
close to the normal level, and the curve is not volatile. All of 
these prove that AWADV-Hop algorithm has high stability 
and strong anti-attack capability in the face of a wormhole 
attack. 

4.2. Simulation 2  

The ratio of anchor node is 20%. The communication ra-
dius is 20m and wormhole link count is incremented sequen-
tially from 5 to 50. Compare the traffic of the two algo-
rithms. The simulation result is shown in Fig. (7). 

 

Fig. (7). Comparison of traffic of wormhole link with changing. 

Traffic is counted by node broadcast information. The 
node broadcast for each time, the traffic is increased by one. 
As can be seen from Fig. 7, in the circumstances that the 
ratio of anchor nodes and node communication radius is cer-
tain, with the increase in the number wormhole link, traffic 

volume which DV-Hop algorithm and AWADV-Hop algo-
rithm need is decreasing constantly. AWADV-Hop algo-
rithm limits the maximum number of hops of data packet 
broadcasting, reduces the probability of packet delivery may 
occur during conflict or collision, which greatly reduces the 
traffic brought by resending data packets, so in the same 
conditions next, the traffic is much smaller than the DV-Hop 
algorithm. 

CONCLUSION 

For the problem that DV-Hop algorithm is vulnerable to 
the wormhole attack, the number of hops is used to detect 
wormhole attacks and attacked hops are corrected in this 
paper. Positioning permission of malicious anchor nodes are 
excluded through the error of the average distance per hop of 
anchor nodes and the average distance per hop of the whole 
network in the second stage of positioning. Then correct the 
larger error of the average distance per hop of anchor nodes. 
Finally, the average distance per hop of unknown nodes are 
weighted. Simulation results show that AWADV-HOP algo-
rithm can effectively resist the wormhole attack and 
AWADV-HOP algorithm accuracy has been greatly im-
proved and has better stability. The future work is to make 
DV-Hop algorithm wormhole attack has better resistance 
and a higher positioning accuracy to meet the needs of posi-
tioning. 
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