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Abstract: The certificate-based signature is an attractive cryptography primitive whose original motivation is to simplify 
certificate’s management and to eliminate key escrow problem. The proxy signature is another cryptography paradigm 
which permits an entity to delegate his signing rights to another. In this paper, we first note that certificate-based signa-
tures and proxy signatures have something in common, and analyze the relationship between the certificate-based signa-
tures and the proxy signatures. Secondly, we introduce a generic construction of the proxy signature CBS-to-PS from a 
previous secure certificate-based signature, and prove that our CBS-to-PS scheme is secure if the underlying certificate-
based signature scheme is secure. Finally, we give a concrete application for our CBS-to-PS as an example.  
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1. INTRODUCTION 

The concept of certificate-based cryptography (CBC) was 
first introduced by Gentry [1] to integrate the merits of iden-
tity-based cryptography (IBC) [2] into public key cryptog-
raphy (PKC) in Eurocrypt 2003, whose original motivation 
is to simplify the certificate management procedures, includ-
ing revocation, storage, distribution and verification of cer-
tificates in conventional PKC, and to overcome key escrow 
problem in IBC. In 2004, the notion of certificate-based sig-
nature (CBS) was first proposed by Kang et al. [3] following 
the idea of Gentry’s CBC. A CBS scheme includes a Certifi-
cate Authority (CA) and a user, also called signer, the user 
generates his own private/public key and requests an up-to-
date certificate from the CA, while the certificate in a CBS is 
implicitly used as a part of signing key. In this way, there is 
no inspection of genuineness about the certificates. The CBS 
achieves the same trust level (Level 3) [4] of the authority as 
that of the conventional PKC, and does not suffer to the De-
nial-of-Decryption (DoD) attack [5] if we use certificate as a 
part of signing key. Therefore, CBS has become a topic of 
active research in cryptography. Since Kang et al.’s seminal 
paper [3], the security model of CBS and the formally defini-
tion of the key replacement attack have been introduced by 
Li et al. in 2007 [6]. Then Au et al. constructed a certificate-
based (linkable) ring signature scheme [7] in the same year, 
and Liu et al. [8] proposed two CBS schemes in 2008，one 
was a scheme without pairings, the other was proved for its 
security in the standard model. Unfortunately, Zhang [9] 
pointed out that Liu et al.’s scheme [8] was insecure and he  
 
 

improved Liu et al.’s scheme [8] in 2009. Subsequently, sev-
eral new CBS schemes have been proposed, such as Liu et 
al.’s scheme [10], Li et al.’s scheme [11], etc., including 
many extensions of the basic certificate-based signature 
schemes, like Chen and Huang’s certificate-based proxy sig-
nature scheme [12], Huang et al.’s certificate-based blind 
signature scheme [13], and so on. 

Proxy signature is another cryptography paradigm used 
for delegating the signing rights. The seminal concept of 
proxy signature was invented by Mambo et al. in 1996 [14]. 
In a proxy signature scheme, there are two entities involved, 
namely, an original signer and a proxy signer. An original 
signer can delegate its signing power to a proxy signer, who 
can thus sign on behalf of the original signer. The proxy sig-
nature plays an important role in cases when a user wants to 
delegate his signing right to the other user [15-17], such as 
mobile agent, mobile communications, distributed networks, 
grid computing, and e-commerce etc., where delegation of 
signing rights is commonly required. In Mambo et al.’s sem-
inal paper [14], the delegation types were categorized into 
three levels of delegation: full delegation, partial delegation, 
and delegation by warrant. So far, there are a number of 
proxy signature schemes proposed for each, including partial 
delegation [14, 18], delegation by warrant [15], and partial 
delegation with warrant [19, 20], etc. 

Although they are different forms of signatures, but the 
certificate-based signature and the proxy signature have 
something in common. In this paper, we first discuss the 
relationship between the certificate-based signature and the 
proxy signature delegated by warrant (PS). Secondly, we 
convert the previous certificate-based signature scheme to 
the proxy signature scheme, namely, we propose a generic 
construction of the proxy signatures CBS-to-PS from the  
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previous certificate-based signatures. Then, we give a securi-
ty proof to prove our generic construction CBS-to-PS is se-
cure only if the underlying CBS scheme is secure, in other 
words, our CBS-to-PS scheme is secure only if the underly-
ing CBS scheme is secure. Finally, as an example, we con-
struct a concrete application for our generic construction 
CBS-to-PS. 

The rest of the paper is organized as follows: In Section 
2, we review the related definitions of CBS and PS briefly, 
including the formal definition, adversary types and security 
model for CBS and PS. In Section 3, we first analyze the 
similarities, differences and relationships between the certif-
icate-based signatures and the proxy signatures delegated by 
warrant, and propose a generic construction of CBS-to-PS 
and give a security proof for our CBS-to-PS. In Section 4, we 
give a concrete application example for our CBS-to-PS. Fi-
nally, we conclude the paper in Section 5. 

2. PRELIMINARIES 

In this section, we review the related preliminaries in-
cluding the formal definition and the security model for CBS 
and PS. 

2.1. Certificate-based Signature 

We refer [6] to review the formal definition and the secu-
rity model for the certificate-based signature in this section. 
We use the prefix CB- to denote a CBS system for conven-
ience below. . 

2.1.1. The Formal Definition 

In a certificate-based signature scheme, there are two par-
ticipants involved, including a CA and a user. 

Definition 2.1. (CBS). A certificate-based signature 
scheme is defined by the following five algorithms:  

• CB-Setup(k)→(CB-params,mpk,msk): The algorithm 
inputs a security parameter k , outputs the system 
public parameters CB params−  and the CA’s master 
key pair ( , )mpk msk , where CB params−  is the sys-
tem public parameters except the system master pub-
lic keympk , such as the descriptions about the groups, 
hash functions etc. 

• CB-UserKeyGen(CB-params,ID)→(SKID,PKID): The 
algorithm inputs the system public parameters 
CB params−  and a user’s identity ID , outputs the 
user’s key pair ( , )ID IDSK PK . 

• CB-CertGen(CB-params,msk,ID,PKID)→CertID: The 
algorithm inputs the system public parameters 
CB params− , the CA’s master secret key msk , the 
user’s identity ID  and his public key IDPK , outputs 
a certificate IDCert  corresponding to the user ID  and 
public key IDPK . 

• CB-Sign(m,CB-params,ID,SKID,CertID)→σ : The al-
gorithm inputs a message m  to be signed, the system 
public parameters CB params− , the user’s identity 
ID  and the corresponding certificate IDCert , user’s 
private key IDSK , outputs a certificate-based signa-
ture σ  on the message m . 

• CB-Verify(m, σ ,CB-params,mpk,IDID,PKID)→(true, 
false): The algorithm inputs a message/signature pair 
( , )m σ  , the system public parameters CB params− , 
the CA’s master public key mpk , the user’s identity 
ID  and public key IDPK , returns true  if σ  is valid, 
otherwise returns false . 

2.1.2. Adversarial Type  

We want a CBS scheme to be secure against two types of 
adversary with different capabilities, and they are known as 
Type I adversary IA  and Type II adversary IIA .  

• AI: The type I adversary IA  simulates an uncertified 
user which holds the private key of the user, and IA  
can replace any entity’s public key with a value cho-
sen by himself, but IA  knows nothing about the CA’s 
master secret key. 

• AII: The type II adversary IIA  simulates a malicious 
CA which holds the CA’s master secret key, but IIA  
neither knows anything about the user’s private key 
nor replaces any user’s public key.  

2.1.3. Attack Model 

In this section, we will recall security model of certifi-
cate-based signatures, which is defined by two games be-
tween an adversary { , }I IIA A A∈  and a challenger C. 

Definition 2.2. (CB-Game1). The game between a Type I 
adversary IA  and a challenger C is defined as follows. 

• CB-Setup: For a given security parameter k, the chal-
lenger C runs the algorithm CB Setup−  to obtain the 
system public parameters CB params−  and the sys-
tem master key pair ( , )mpk msk , gives CB params−  
and mpk  to the adversary IA , and msk  is kept se-
cretly by himself. 

• CB-Query Oracls: The adversary IA  can adaptively 
issue the following queries in polynomial time:  

1)UserKeyQuery. The adversary IA  issues 

( )iUserKeyQuery ID  for an identity iID , the chal-
lenger C returns a key pair ( , )IDi IDiSK PK  to IA . 

2)CertQuery. The adversary IA  issues 
( , )i IDiCertQuery ID PK  for an identity iID  and the 

corresponding public key IDiPK , the challenger C re-
turns a certificate IDiCert  to IA . 
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3)ReplacePublicKeyQuery. For a given identity
 
ID

i
, 

the adversary 
 
A

I  chooses a new public key 
  
PK

ID
i

' by 

himself, and replaces 
 
ID

i
's public key with

  
PK

ID
i

' . 

4)SignQuery. The adversary 
 
A

I
 issues 

  
SignQuery(m, ID

i
, PK

IDi
)  for an identity 

 
ID

i
 and the 

public key IDiPK  on a message m , the challenger C 
returns a signature σ  to 

 
A

I
.  

• CB-Output: Finally, 
 
A

I
 outputs a forged signature 

*σ  on the message *m  for a target *ID  and the 
public key *IDPK .  

We say IA  wins 1CB Game−  if *σ  is a valid CBS on the 
message *m  under the public key *IDPK  with the identity 
*ID , and *( *, )IDID PK  has never been submitted to 

CertGenQuery , *( *, *, )IDm ID PK  has never been submitted 
to SignQuery . 

Definition 2.3. (CB-Game2). The game between a Type 
II adversary IIA  and a challenger C is defined as follows. 

• CB-Setup: For a given security parameter k , the chal-
lenger C runs the algorithm CB Setup−  to obtain the 
system public parameters CB params−  and the sys-
tem master key pair

  
(mpk,msk) , returns 

{ , , }CB params mpk msk−  to the adversary IIA . 

• CB-Query Oracles: The adversary IIA  can generate 
the user’s certificate because IIA  holds the CA’s mas-
ter secret key msk , so IIA  doesn’t issue CertQuery . 
The adversary IIA  can adaptively issue the following 
queries in polynomial time. 

  1)UserKeyQuery. The adversary 
 
A

II
 issues 

  
UserKeyQuery(ID

i
)  for an identity

 
ID

i
, the challenger C 

returns the public key 
 
PK

IDi
 to 

 
A

II
.  

  2)CorruptionQuery. The adversary 
 
A

II
 issues 

( )iCorruptionQuery ID  for an identity
 
ID

i
, the challenger C 

returns a private key 
 
SK

IDi
 to 

 
A

II
.  

  3)SignQuery. The SignQuery  is similar to 
1CB Game− . 

• CB-Output: Finally, 
 
A

II
 outputs a forged signature 

*σ  on the message *m  for a target *ID  and the 
public key *IDPK .  

We say 
 
A

II
 wins 2CB Game−  if *σ  is a valid CBS  

on the message *m  under the public key *IDPK  with the  
 

identity *ID , and *ID  has never been submitted to 
CorruptionQuery , ( *, *)m ID  has never been submitted to 
SignQuery . 

Definition 2.4. (Unforgability of CBS) A certificate-
based signature scheme is existentially unforgeable under 
adaptively chosen message attack if the probability of suc-
cess that any polynomial bounded adversary IA  and IIA  win 
  CB !Game1  and   CB !Game2  respectively is negligible. 

2.2. Proxy Signature 

We refer [21] to review the formal definition and the se-
curity model of the proxy signature in this section. We will 
use the prefix PS- to denote a PS system for convenience 
below. 

2.2.1. The Formal Definition 

In a proxy signature scheme, there are two participants 
involved, including an original signer O and a proxy signer 
P. 

Definition 2.5. (PS). A proxy signature scheme is de-
fined by the following five algorithms:  

• PS-Setup(k)→(PS-params): The algorithm inputs a 
security parameter k, outputs the system public pa-
rameters PS params− . 

• PS-KeyGen(PS-params)→(SKO,PKO,SKP,PKP): The 
algorithm consists of the following two sub-
algorithms: 

• PS-OKeyGen(PS-params)→(SKO,PKO): The algo-
rithm inputs the system public parameters 
PS params− , outputs the original signer O’s key 
pair ( , )O OSK PK . 

• PS-PKeyGen(PS-params)→(SKP,PKP): The algo-
rithm inputs the system public parameters 
PS params− , outputs the proxy signer P’s key pair 
( , )P PSK PK . 

• PS-DelGen(PS-params,w,SKO)→ wD : The algorithm 
inputs the system public parameters PS params− , 
the original signer O’s private key OSK  and a war-
rant w , outputs a delegation wD  which corresponds 
to the warrant w . 

• PS-PSign(m,PS-params,w,Dw,SKP)→ σ : The algo-
rithm inputs a message m  to be signed, the system 
public parameters PS params− , a warrant w  and 
the corresponding delegation wD , the proxy signer 
P’s private key PSK , outputs a proxy signature σ  on 
the message m . 

• PS-Verify(m, σ ,PS-params,w,Dw,PKO,PKP)→(true, 
false): The algorithm inputs a message/signature pair  
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( , )m σ , the system public parameters PS params− , 
a warrant w  and the corresponding delegation wD , 

the original signer O’s public key
 
PK

O
, proxy signer 

P’s public key PPK . If σ  is valid, the algorithm out-
puts true , otherwise it outputs false . 

2.2.2. Adversarial Types 

In a proxy signature scheme, we are concerned with three 
different types of attackers, by an outside adversary, a mali-
cious proxy signer and a malicious original signer, respec-
tively. We want a proxy signature scheme to be secure 
against these three adversaries, namely Type 1 adversary 

  
A

1
, 

Type 2 adversary 2A , and Type 3 adversary 3A . 
• A1: Type 1 adversary 1A  simulates a malicious proxy 

signer which holds the private key of the proxy sign-
er, and the public keys of the original signer and the 
proxy signer. 

• A2: Type 2 adversary 2A  simulates a malicious origi-
nal signer which holds the private key of the original 
signer, and the public keys of the original signer and 
the proxy signer. 

• A3: Type 3 adversary 3A  simulates an outside adver-
sary which only holds the public keys of the original 
signer and the proxy signer. 

2.2.3. Attack Model 

We want a proxy signature scheme to be existentially un-
forgeable against each of the above three adversaries. But if 
a proxy signature scheme is existentially unforgeable against 
Types 1 and Type 2 adversaries, then it is also existentially 
unforgeable against a Type 3 adversary in evidence. So we 
only consider a proxy signature to be existentially unforgea-
ble against Type 1 and Type 2 adversaries. The existential 
unforgeability of a proxy signature scheme is defined by the 
following games between adversaries and the challenger.  

(1) PS-Game1. The game between a Type 1 adversary 
1A  and a challenger C is defined as follows: 

• PS-Setup: For a given security parameter k , the 
challenger C runs the algorithm PS Setup−  to obtain 
the system public parameters pa sPS ram− , and runs 
the algorithm PS-KeyGen to obtain the original signer 
O’s key pair 

  
(SK

O
, PK

O
)  and the proxy signer P’s 

key pair
  
(SK

P
, PK

P
), gives pa sPS ram−  and 

  
(SK

P
, PK

P
, PK

O
)  to the adversary 1A . 

• PS-Query Oracles: Type 1 adversary 1A  can adap-
tively issue the following queries in polynomial time.  

  1)DelQuery: The adversary 
  
A

1
 issues 

  
DelQuery(w

i
)  

for a warrant
 
w

i
, the challenger C returns a delegation 

 
D

wi
 to

  
A

1
. 

  2)PSignQuery: The adversary 
  
A

1  issues 

( , )iPSignQuery m w  on a message m  under the warrant iw , 
the challenger C returns a signature σ  to 

  
A

1
. 

• PS-Output: Finally, 
  
A

1
outputs a forged signature 

*σ  on the message   m*  under the warrant   w* .  

We say 1A  wins 1Game  if  ! *  is a valid proxy signature 
on the message   m*  under the warrant  w* , and   w*  has nev-
er been submitted to DelQuery , 

  
(m*,w*)  has never been 

submitted to PSignQuery . 

(2) PS-Game2. The game between a Type 2 adversary 
2A  and a challenger C is defined as follows: 

• PS-Setup: For a given security parameter k, the chal-
lenger C  runs the algorithm 

 
PS ! Setup  to obtain the 

system public parameters
 
PS ! params , and runs the 

algorithm PS-KeyGen to obtain the original signer 
O’s key pair 

  
(SK

O
, PK

O
)  and the proxy signer P’s 

key pair
  
(SK

P
, PK

P
), gives 

 
PS ! params  and 

  
(SK

O
, PK

O
, PK

P
)  to the adversary 2A . 

• PS-Query Oracles: Type 2 adversary 2A  can adap-
tively issue the PSignQuery in polynomial time. 

• PSignQuery: The adversary 2A  issues 

  
PSignQuery(m,w

i
)  on a message m  under the war-

rant iw , the challenger C returns a signature σ  to A2. 

• PS-Output: Finally, 2A  outputs a forged signature 
*σ  on the message *m  under the warrant *w .  

We say 2A  wins   Game2  if σ * is a valid proxy signature 
σ * on the message   m*

 under the warrant   w*and 
  
(m*,w*)  

has never been submitted to PSignQuery . 

Definition 2.6. (Unforgeability of PS). A proxy signa-
ture scheme is existentially unforgeable under adaptively 
chosen message attacks if the probability of success that any 
polynomial bounded adversary

  
A

1  and 2A  win the 
1PS Game−  and 2PS Game− , respectively, is negligible. 

3. THE GENERIC CONSTRUCTION OF PS FROM 
CBS 

Note that there are some conditions common between the 
certificate-based signatures and the proxy signatures delegat-
ed by warrant, in this section, we firstly analyze the similari-
ties and differences between CBS and PS, then propose a 
generic construction of the proxy signatures CBS-to-PS from 
the previous certificate-based signatures, and give a security 
proof for our CBS-to-PS. 
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3.1. Comparison of CBS and PS 

Although at the first glance, CBS and the PS are com-
pletely different concepts, but we have been able to find 
some common grounds between a PS scheme and a CBS 
scheme.  

• In a CBS scheme, the role of CA is similar to that of 
the original signer in a PS scheme, both of them 
should generate an authorization for another signer, 
that is, a certificate for the user in a CBS scheme or a 
delegation for the proxy signer in a PS scheme. The 
role of the user in a CBS scheme is similar to that of 
the proxy signer in a PS scheme, both of them should 
generate a valid signature by using their own private 
key and authorization information.  

• The CBS scheme and the PS scheme both involve two 
entities, and one of them must generate an authoriza-
tion (certificate or delegation) for the other one. In a 
certificated-based signature scheme, there are two en-
tities involved, namely, a CA and a user, and the CA 
generates a certificate which includes a user’s identity 
and public key, while in a proxy signature scheme, 
there are two entities involved as well, namely, an 
original signer O and a proxy signer P and the origi-
nal signer O generates a delegation which includes 
the type of security policy for the proxy signer and 
the original signer.  

• The CBS scheme and the PS scheme both require two 
pieces of secret information when they sign on a mes-
sage. In a PS scheme, it will take both the proxy sign-
er’s private key and a delegation corresponding to the 
warrant information for signing a message, similarly, 
in a CBS scheme, it will take both user’s private key 
and a certificate corresponding to user’s public key 
for signing a message.  

3.2. The Generic Construction of CBS-to-PS 

We describe how to convert a previous CBS scheme to a 
PS scheme in this section. Namely, we now show a generic 
construction for CBS-to-PS as follows. For convenience, we 
let CBΠ  denote a CBS scheme with five algorithms: CB-
Setup, CB-UserKeyGen, CB-CertGen, CB-Sign, and CB-
Verify, PSΠ  denote a proxy signature scheme with five algo-
rithms: PS-Setup, PS-KeyGen, PS-DelGen, PS-PSign, and 
PS-Verify throughout the paper. 

• PS-Setup: The algorithm inputs a security parameter 
k, runs 

  
CB ! Setup(k)  of 

 
!

CB
 to get 

 
CB ! params , 

 
mpk  and msk . Sets 

 
PS ! params = CB ! params , 

  
SK

O
= msk,

  
PK

O
= mpk. The algorithm outputs 

 
PS ! params  as the system public parameters of 

PSΠ . 
• PS-KeyGen: The algorithm consists of the following 

two sub-algorithms: 

• PS-OKeyGen: The algorithm outputs the original 
signer O’s key pair

  
(SK

O
, PK

O
) , which is already ob-

tained in PS Setup−  phase. 

• PS-PKeyGen: We denote P the proxy signer’s identi-
ty. The algorithm inputs the system public parameters 

 
PS ! params . Sets 

 
CB ! params = PS ! params , 

  
ID = P, first runs 

 
CB !UserKeyGen

  
(CB !

  
params, ID)  of 

 
!

CB
 to get 

  
(SK

ID
, PK

ID
) , then sets 

 
SK

P
= SK

ID
, 
 
PK

P
= PK

ID
. The algorithm outputs the 

proxy signer P’s key pair 
  
(SK

P
, PK

P
) . 

• PS-DelGen: The algorithm inputs the system public 
parameters 

 
PS ! params , the original signer O’s pri-

vate key 
 
SK

O
, the warrant w  and the proxy signer’s 

identity P. The algorithm sets  CB !

  
params = PS ! params,

  
msk = SK

O
,

  
ID = P || w , 

  
PK

ID
= PK

P
, first runs 

  
CertGen(CB !

  
params,msk, ID, PK

ID
)  of 

 
!

CB
 to get IDCert , then 

sets w IDD Cert= , outputs the delegation 
 
D

w
 which 

corresponds to the warrant w . 

• PS-PSign: The algorithm inputs a message m  to be 
signed, the system public parameters PS params− , a 
warrant w  and the corresponding delegation 

 
D

w
, the 

proxy signer P’s private key 
 
SK

P
. The algorithm sets 

CB params PS params− = − ,   
ID = P || w , 

 
Cert

ID

 
= D

w
, 

 
SK

ID
= SK

P
, runs 

 
CB ! Sign

  
(m,CB !

  
params, ID,Cert

ID
,SK

ID
)  of CBΠ  to get a signature 

σ , outputs σ  as a proxy signature on the message 
m . 

• PS-Verify: The algorithm inputs the mes-
sage/signature pair 

  
(m,! ) , the system public parame-

ters PS params− , a warrant w  and the correspond-
ing delegation wD , the original signer O’s public key 

 
PK

O
, the proxy signer P’s public key 

 
PK

P
. The al-

gorithm sets
  
CB ! params = PS ! params,  

 
mpk = PK

O
, 

  
ID = P || w , 

 
PK

ID
= PK

P
, outputs 

( , , , , , )IDCB Verify m CB params mpk ID PKσ− − . 

3.3. Security Proof for CBS-to-PS 

Theorem 1 (Unforgeability of CBS-to-PS). The con-
structed CBS-to-PS scheme is existentially unforgeable 
against adaptively chosen-message attack only if the under-
lying CBS scheme is secure. 
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Lemma 1. The constructed CBS-to-PS scheme is existen-
tially unforgeable against type 1 adversary 

  
PS ! A

1
 only if 

the underlying CBS scheme is existentially unforgeable 
against Type I adversary 

 
CB ! A

I
 under adaptively chosen-

message attack. 

Proof: Let 1PS A−  be a Type 1 adversary of PS, which 
can win the 1PS Game−  for CBS-to-PS scheme above, we 
can construct a Type I adversary ICB A− , which also plays 
as the role of challenger PSC  simultaneously, to win the 

1CB Game−  for underlying CBS scheme as follows. Let CBC  
be a challenger of the CBS scheme. 

• PS-Setup: Lets P denote the identity of a proxy sign-
er. The challenger 

 
C

CB
 runs 

  
CB ! Setup(k)  of 

 
!

CB
 

to obtain 
  
(CB ! params,mpk,msk) , runs 

  
CB !UserKeyGen(CB ! params, P)  of 

 
!

CB
 to obtain 

the proxy signer P’s key pair 
  
(SK

P
, PK

P
)， returns 

  
{CB ! params,mpk,SK

P
, PK

P
} to 

 
CB ! A

I
, 

 
CB ! A

I
 

sets PS params CB params− = − , 
 
PK

O
= mpk , then 

returns 
  
{PS ! params, PK

O
, PK

P
,SK

P
}  to 

 
PS ! A

I
. 

• PS-Query Oracles: Type 1 adversary 
  
PS ! A

1
 can 

adaptively submit the following query oracles: 
1)DelQuery:  

1) On a new query iw , the adversary 
  
PS ! A

1
 sends 

iw  to  ICB A− ; 

2) ICB A−  sets 
  
ID

i
= P || w

i
,
 
PK

IDi
= PK

P
 and is-

sues 
  
CertQuery(ID

i
, PK

IDi
) . The challenger CBC  

returns 
 
Cert

IDi
 to 

 
CB ! A

I
; 

3) ICB A−  sets wi IDiD Cert= , and returns wiD  to 

IPS A− . 
 

2)PSign Query:  

1) On a new query 
  
(m

j
,w

i
) , the adversary 

 
PS ! A

I
 

sends 
  
(m

j
,w

i
)  to 

 
CB ! A

I
; 

2) 
 
CB ! A

I
 sets 

 
mpk = PK

O
, 

  
ID

i
= P || w

i
, 

 
PK

IDi
= PK

P
, 

issues 
  
CertQuery(ID

i
, PK

IDi
)  to obtain 

 
Cert

IDi
, and issues 

  
SignQuery(m

j
, ID

i
, PK

IDi
)  to obtain a signature forgery 

 
!

j
. 

The challenger CBC  returns 
 
!

j
 to 

 
CB ! A

I
; 

1) ICB A−  returns jσ  to 
 
PS ! A

I
. 

• PS-Output: Finally, 
 
PS ! A

I
 outputs a forged proxy 

signature 
  
(m*,!*,w*)  on the message *m  under the 

warrant *w . 
 
CB ! A

II
 sets 

  
ID* = P || w* , 

  
PK

ID*

 
= PK

P
, outputs 

  
(m*,!*, ID*, PK

ID*
)  as a CBS for-

gery. If *σ  is a valid PS under the warrant *w  on 
the message *m , then *σ  must be a valid CBS un-
der the identity *ID  and the public key 

  
PK

ID*
. That 

is, if we forge a PS signature *σ  successfully, then 
the signature *σ  must be a valid forgery for CBS. So 
the constructed CBS-to-PS scheme is secure if under-
lying CBS scheme is secure. The process is shown in 
Fig. (1). 

Lemma 2. The constructed CBS-to-PS scheme is existen-
tially unforgeable against type 2 adversary 2PS A−  if the 
underlying CBS scheme is existentially unforgeable against 
Type II adversary 

 
CB ! A

II
 under adaptively chosen-

message attack. 

Proof: Let 
2PS A−  be a Type 2 adversary of PS, which 

can win the 2PS Game−  for CBS-to-PS scheme above, then 
we can construct a Type II adversary 

 
CB ! A

II
, which also 

plays as the role of the challenger PSC  simultaneously, to 
win the 2CB Game−  for underlying CBS scheme. Let CBC   
be a challenger of the CBS scheme. 

 
Fig. (1). The process of proof for Game1 of CBS-to-PS. 
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• PS-Setup: Let P denote the identity of a proxy signer. 
The challenger 

 
C

CB
 runs 

  
CB ! Setup(k)  of 

 
!

CB
to 

obtain 
  
(CB ! params,mpk,msk) , runs  CB !

  
UserKeyGen(CB ! params, P)  of 

 
!

CB
 to obtain the 

proxy signer P’s key pair 
  
(SK

P
, PK

P
) ，  returns 

  
{CB ! params,msk,mpk, PK

P
} to 

 
CB ! A

II
, 

 
CB ! A

II
 

sets 
 
PS ! params = CB ! params , 

 
PK

O
= mpk , 

 
SK

O
= msk ，  then returns 

  
{PS ! params, PK

P
,

  
PK

O
,SK

O
}  to 

  
PS ! A

2
 

• PS-Query Oracles: Type 2 adversary 
  
PS ! A

2
 which 

can adaptively submit the PSignQuery oracle as fol-
lows: 

• On a new query ( , )j im w , 
  
PS ! A

2
 sends ( , )j im w  to 

IICB A− ; 

• IICB A−  sets 
 
mpk = PK

O
, 

  
ID

i
= P || w

i
, 

 
PK

ID
i

= PK
P

, 

computes 
 
Cert

IDi
 by using 

  
(ID

i
, PK

IDi
,msk) , and is-

sues ( , , )j i IDiSignQuery m ID PK  to obtain a signature 
forgery 

 
!

j
. The challenger 

 
C

CB
 returns 

 
!

j
 to 

IICB A− ; 

• 
 
CB ! A

II
 returns jσ  to 

  
PS ! A

2
.  

• PS-Output: Finally, 
  
PS ! A

2
 outputs a forged proxy 

signature 
  
(m*,!*,w*)  on the message *m  under the 

warrant   w* . 
 
CB ! A

II
 sets 

  
ID* = P || w* , 

  
PK

ID*
= PK

P
, outputs 

  
(m*,!*, ID*, PK

ID*
)  as a CBS 

forgery. If *σ  is a valid PS forgery on the message 
*m  under the warrant *w , then *σ  must be a valid 

CBS under the identity *ID  and the public key 

  
PK

ID*
. That is, if we forge a PS signature *σ   

 

successfully, then the signature *σ  must be a valid 
forgery for CBS. So the constructed CBS-to-PS 
scheme is secure if underlying CBS scheme is secure. 
The process is shown in Fig. (2). 

4. A CONCRETE EXAMPLE FOR CBS-TO-PS 

We give an example for our CBS-to-PS in this section. 

4.1. Review of CBS Scheme 

Now, we review a previous certificate-based signature 
scheme [6] briefly, it consists of the following five algo-
rithms. 

• Setup: Given a security parameter k, let 1G , 2G be 

groups of prime order q . 1 1 2:e G G G× →  be a bilin-
ear map, 

  
P !G

1
 be an arbitrary generator of 

  
G

1
. 

  
H

0
:{0,1}*!G

1
" G

1
, 

  
H

1
:{0,1}*!G

1
!G

1
" G

1
, and 

  
H

2
:{0,1}*!{0,1}*!G

1
!G

1
" G

1
 are three distinct 

cryptographic hash functions. The algorithm selects a 
random number 

  
s !Z

q

* , sets msk s=  and computes 

 
mpk = sP . Then the system master key pair is 

  
(mpk,msk) , and the system public parameters are 

  
params ={G

1
,G

2
,e,q, P, H

0
, H

1
, H

2
} .  

• UserKeyGen: Given the system public parameters 

 
params , user’s identity {0,1}*ID∈ , the algorithm 

picks *
ID qs Z∈  at random and computes 

 
PK

ID
= s

ID
P , 

then the user’s key pair is 
  
(s

ID
, PK

ID
) . 

• CertGen: Given the system public parameters 

 
params , the system master secret key s , user’s 

identity ID  and his public key 
 
PK

ID
, the algorithm 

computes 
  
Q

ID
= H

0
(ID || PK

ID
)  and outputs a certifi-

cate 
 
Cert

ID
= sQ

ID
, which can be verified by checking  

 

•  
Fig. (2). The process of proof for Game2 of CBS-to-PS. 
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whether the equation 
  
e(Cert

ID
, P) = e(mpk,Q

ID
)  

holds. 

• Sign: Given a message m , the system public parame-
ters params , user’s identity ID  and his private key 

IDs  , certificate IDCert , the algorithm performs as fol-
lows: 

a) Picks *
qr Z∈  at random and computes U rP= ; 

b) Computes 1 1( , , )IDW H m U PK= ,  

2 2 ( , , , )IDW H m ID U PK= ; 

c) Computes 1 2ID IDV Cert s W rW= + + ; 

d) Outputs the signature 
  
! = (U ,V )  on the message m . 

• Verify: Given a message/signature pair 
  
(m,! ) , the 

system public parameters 
 
params , the system master 

public key 
 
mpk , and user’s public key 

 
PK

ID
, the al-

gorithm performs as follows: 

a)Computes 
  
Q

ID
= H

0
(ID || PK

ID
) ,  

  
W

1
= H

1
(m,U , PK

ID
) ,  

  
W

2
= H

2
(m, ID,U , PK

ID
) ; 

b)Checks whether the following equation holds, if so, 

outputs true , otherwise, outputs false . 

1 2( , ) ( , ) ( , ) ( , )ID IDe V P e mpk Q e W PK e W U=   

4.2. The PS Scheme from CBS-to-PS 

We construct a PS scheme from the previous CBS 
scheme which is described in section 4.1 by using our gener-
ic construction of CBS-to-PS. The constructed proxy signa-
ture scheme consists of the following algorithms. 

• Setup: The system parameters generated are as same 
as the Section 4.1. The algorithm outputs the system 
public parameters： 

1 2 0 1 2{ , , , , , , , }params G G e q P H H H= . 

• KeyGen: The algorithm consists of the following two 
sub- algorithms: 

 OKeyGen: Given the system public parameters 
params , the original signer O picks a random 

number *
O qs Z∈ , sets O OSK s=  and computes 

O OPK s P= . Returns ( , )O OSK PK  as the original 
signer O’s key pair. 

 PKeyGen: Given the system public parameters 
params , the proxy signer P picks a random 

number *
P qs Z∈ , sets P PSK s=  and computes 

P PPK s P= . Returns ( , )P PSK PK  as the proxy 
signer P’s key pair. 

• DelGen: Given the system public parameters
 
params

, a warrant w, the original signer O’s private key Os  
and the proxy signer P’s public key PPK , the algo-

rithm computes 
  
Q

w
= H

0
(P || w || PK

P
) , 

 
D

w
= s

O
Q

w
, 

outputs delegation wD , which can be verified by 
checking whether the equation 

  
e(D

w
, P) = e(PK

O
,Q

w
)  holds. 

• PSign: Given a message {0,1}*m∈ , the system pub-
lic parameters params , a warrant w and the corre-

sponding delegation 
 
D

w
, the proxy signer P’s key 

pair 
  
(SK

P
, PK

P
) , the algorithm performs as follows: 

a) Picks *
qr Z∈  at random and computes U rP= ; 

b) Computes 
  
W

1
= H

1
(m,U , PK

P
) ,  

  
W

2
= H

2
(m, P || w,U , PK

P
) ; 

c) Computes 
  
V = D

w
+ s

P
W

1
+ rW

2
; 

d) Outputs the proxy signature 
  
! = (U ,V )  on the mes-

sage m . 

• Verify: Given a message/signature pair ( , )m σ , the 
system public parameters params , a warrant w and 

the corresponding delegation 
 
D

w
, the original signer 

O’s public key 
 
PK

O
 and proxy signer P’s public key 

PPK , the algorithm performs as follows: 

a) Computes 
  
Q

w
= H

0
(P || w || PK

P
) ,  

  
W

1
= H

1
(m,U , PK

P
) ,  

  
W

2
= H

2
(m, P || w,U , PK

P
) ; 

 b)Checks whether the following equation holds, if so, 
outputs true , otherwise, outputs 

 
false . 

  
e(V , P) = e(PK

O
,Q

w
)e(W

1
, PK

P
)e(W

2
,U )   

5. CONCLUSION 

In this paper, we firstly analyze the similarities and dif-
ferences between the certificate-based signatures and the 
proxy signatures delegated by warrant. Secondly, we pro-
pose a generic construction of the proxy signatures CBS-to-
PS from the certificate-based signatures, then, we prove that 
our CBS-to-PS scheme is secure against all types of adver-
saries of PS if the underlying CBS scheme is existentially 
unforgeable under adaptively chosen-message attack. Final-
ly, we give a concrete CBS-to-PS scheme as an example to 
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demonstrate the application of our generic construction. Fur-
ther, we can also research the generic construction of the 
certificate-based signatures from the proxy signatures. 
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