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Abstract: In this paper a new digital audio watermarking algorithm is proposed based on B-spline approximation. The al-
gorithm takes the advantage of non-uniform B-spline wavelet, namely, the number of low-frequency components can be
arbitrarily selected, so, it is very flexible. Meanwhile, it avoids the complex calculations of non-uniform B-spline wave-
lets. The simulation experiments show that this algorithm guarantees the inaudibility of the watermark, and it is robust

against common attacks as well.
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1. INTRODUCTION

With the rapid development of internet technology, a
variety of digital multimedia information, such as text, im-
age, audio, and video can easily spread via networks. At the
same time, how to protect the copyrights of these digital
products becomes an urgent problem. In recent years, as an
effective way to protect copyright of digital products, digital
watermarking technology has been paid great attention and
has become a hot topic in the field of information security
[1]. Among a lot of digital watermarking algorithms, the
wavelet-based algorithms have been paid much attention for
the reason that wavelets have the multi-resolution character-
istic. However, the wavelets used in digital watermarking are
binary wavelet, therefore, the data number of low frequency
and high frequency are both halves of the number of original
data after one-dimensional wavelet decomposition is carried
out, so it has some limitation. Non-uniform B-spline wavelet
overcomes such problem [2], but it is very complicated to
construct and compute the wavelet basis, which limits its
practical application in the digital watermark. Audio signal
intensity as masking tone, weak energy and strong signal
masking cannot be signal ear perceive be masking tone.

Watermark signal to modify the form of the original au-
dio data embedding, how to effectively embed the water-
mark signal, not only affects the imperceptible watermarked,
but also in resistance to a variety of audio assault on robust-
ness, therefore, embedding algorithms become a focus of
research. Audio watermarking technology is in the premise
of not affecting the quality of the audio signal, a method for
integrity checking to the audio signal to embed the water-
mark signal is used to protect the copyright or. The main
application of robust audio watermarking is to protect the
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developer or the author's copyright. Audio watermarking
technique including three parts extracted watermark genera-
tion, embedding of watermark. The watermark embedding
process is the research focus of watermarking technology is
difficult, the general method using superposition or quantiza-
tion watermark information will be mixed into the original
audio signal in time domain or the transform domain coeffi-
cients, the watermark is embedded into the host signal is
difficult to remove. In order to promote the practical applica-
tion of audio watermarking, usually hope the watermark de-
tection can realize blind detection.

Masking tone in the former, masked tone in the situation
called backward masking or forward masking, masked tone
in the former, masking tone in the situation referred to as
forward masking or backward masking, forward masking,
masking is usually exist at the same time, backward masking
generally disappeared in 50-200ms masking tone, forward
masking in general masking tone appeared before the
5~20ms masking can hide more information. The main
works in this article are as follows:

Firstly, audio data is divided into several segments. For
each segment, each value is regarded as a control point and a
B-spline curve is constructed. Secondly, the curves are ap-
proximated by the B-spline curves with less control points,
the differences between the original curves and approximat-
ing curves are calculated and recorded [3]. After that, the
watermarks are embedded into the control points of approx-
imating curves. Finally, the watermarked audio data are ob-
tained by summing watermarked approximating curves and
difference curves (similarly to the wavelet reconstruction).
To analyze the digital audio watermarking principle from the
angle of signal processing, the process of embedding digital
audio watermarking signal is seen as the superposition of
weak signal in strong signal, according to the characteristics
of human auditory system, as long as the guarantee that the
added signal under the human auditory system threshold or
in audio signals have a stronger voice can cover up to add
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sound, the human ear can not feel the signal changes, or feel
very small changes. In order to achieve the purpose of em-
bedding watermark will carry on the adjustment to the origi-
nal audio signal, but considering the time and frequency
characteristics of the audio signals, this adjustment is little
impact on human hearing it [4, 5].

Digital audio watermarking technology has a very broad
application prospects: on the one hand, can realize the pro-
tection and authentication of digital audio copyright audio
watermarking technology, which is the application of wa-
termark technology the most important. So digital water-
marking can be used to solve the problem of equitable own-
ership; on the other hand, can be used for audio piracy track-
ing, its purpose is to transfer legal receiver information in-
stead of the data source information, is mainly used for indi-
vidual identification data release prints. Information security
technology is the traditional cryptography technology to pro-
tect copyright and security based on.

This paper based on digital audio signal as the research
object, research on the copyright protection of digital audio
works, transform the study mainly focused on the digital
audio, aims to propose watermarking information is embed-
ded into the appropriate algorithm. In view of the deficiency
of audio watermarking in transparency and blind detection,
proposes an audio watermarking algorithm based on wavelet
transform coefficient quantization, the algorithm has good
transparency, in the ideal case can achieve zero watermark-
ing, reduce the computation complex degrees, to achieve
blind watermark detection system. Analysis of the ad-
vantages and disadvantages and summary of audio water-
marking against synchronization attack, causes the audio
watermarking against synchronization attack ability is lim-
ited, the existing synchronization between the watermark is
unable in the robustness and transparency to effectively bal-
ance, presents a self synchronizing audio watermark algo-
rithm based on DWT.

Masking effect can be further divided into temporal
masking and simultaneous masking, temporal masking is
refers to between the different time sound mutual masking, is
by the human ear to time-resolved decision mechanism, sim-
ultaneous masking refers to the mutual masking at the same
time between different frequencies of sound, shown in Fig-
ure 1 is the simultaneous masking, simultaneous masking is
due the human ear to the voice of the determined frequency
resolution mechanism.

2. METHODOLOGIES

2.1. Basic Theory

In order to describe the complex shapes and a local na-
ture, B-spline curve equation can be written as:

plu)=2d N, (v) ()

Which, 4, (i =0,1,---, n) is the control  points,

Nl.’k (u)(izO,l,---,n)is called the k-th B-spline basis func-
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tions, which is referred to as B-spline. B-spline recurrence is
defined as:

L if u<u<u,
0 — i i+1 (2)
0,other
u—1u, U, —Uu
Ni,k(u): _;{ Ni,k—](u)+ u = I_ Ni+],k+l(u) (3)
i+k i i+k+1 i+l
prg =0 “4)

0

The recurrence formulas show that we want to determine

N, (u) , we need to use u,,u, nodes.

i+1?

L

There are a couple of different ways to describe a B-
spline curve. In its most basic form it looks just like the
Bezier formulation.

w"(u)=Y PB,, (u) )
i=0

where P is the control point vector, B the basis function, n
the number of control points and m the degree of the curve.
Equation (5) is simple to understand, and uses the fact the B
will automatically return O if the control point being evaluat-
ed is "out of reach" of u. This is however not very ecient
since we for every u must evaluate the basis function for
every P.

The main properties [6] of B-splines are as follows: (1)
The B-splines of degree n with a given knot sequence that do
not vanish over some knot interval are linearly independent
over this interval. (2) Each point is affected by k control
points. (3) Each control point is affected k segments. (4)
Uniform B-splines don't interpolate de Boor control points.
(5) There are recursive, standard, local support and differen-
tiability.

To analyze [7-10] digital audio watermarking from digi-
tal communication point of view, the process can be embed-
ded in the digital audio watermarking as a narrowband signal
(digital audio watermarking information) to a broadband
signal through a certain algorithm (i.e., the original audio
signal) such a frequency modulation process of embedded
signal is usually dispersed, and hidden in the original audio
signal. The watermark detection process is equivalent to the
information demodulation process, mainly from the broad-
band signal in narrow-band 1 H demodulation.

2.2. Overall Design

In this paper, the audio data is in a meaningful binary im-
age embedded watermark, the basic idea is: First, audio data
is divided into several sections with each data as the control
point (B-spline function corresponding coefficient) to con-
struct B-spline curve, and then contains fewer control points
of B-spline curve to approximate the original curve (corre-
sponding to the low frequency components in the wavelet
decomposition). Calculate the approximate curve and the
difference between the original curves (corresponding to the
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Fig. (1). Embedding and extracting watermarking of B-spline ap-
provimation.

wavelet decomposition of the high frequency components).
The watermark is embedded to approximate the curve con-
trol points, and then the sum and difference of curve (similar
to the wavelet reconstruction) has been watermarked audio
data. In addition, in order to increase the security of the em-
bedded watermark, we first scramble the encrypted water-
mark information. Watermark extraction is the reverse pro-
cess of watermark embedding. The watermark embedding
and extracting process are shown in Fig. (1). Digital audio
watermarking from digital communication point of view, the
process can be embedded in the digital audio watermarking
as a narrowband signal (digital audio watermarking infor-
mation) to a broadband signal through a certain algorithm
(i.e., the original audio signal) such a frequency modulation
process of embedded signal is usually dispersed, and hidden
in the original audio signal. The watermark detection process
is equivalent to the information demodulation process, main-
ly from the broadband signal in narrow-band 1 H demodula-
tion [11-14].

2.3. Watermark Scrambling

At present audio watermarking and there is no uniform
standard, standard perception evaluation, robustness, capaci-
ty. Perceptual evaluation to evaluate the effect of mixed au-
dio on the human auditory system, used to evaluate the ro-
bustness of watermarking system robustness, capacity with
many meter evaluation of watermarking embedding algo-
rithm to embed the watermark information. Base in digital
watermarking for the W = {w (1, j), | <i<a, 1 <j<b}, in
which w (i, j) € (0,1) binary watermark image is on behalf
of the i row j column pixel gray values. To enhance the secu-
rity of the watermark and robustness, the watermark before
embedding the image pre-processing, using the method of
scrambling modulation of the watermark is encrypted to
eliminate the watermark pixel spatial correlation. The algo-
rithm uses Arnold image [4] scrambling technology. Arnold
transform is:
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The transformation is one to one. The image can be used
iteratively to produce different results images until the re-
quired data appears. Arnold transformation has periodicity,
when the iteration to a step, it will regain the original image.
The use of technology of watermark scrambling pretreatment
can improve the security of the watermark information and
enhance the ability of the watermark against malicious at-
tacks.

2.4. Watermark Embedded and Extracted

First, the audio data and watermark data are divided into
the same several sections and construct B-spline curve. Then
proceed is as follows:

(1) Approximation function is obtained embedding the
low-frequency components.

(2) Express B-spline curve and record high-frequency
coefficients. Using quantitative methods embed in the low
frequency part of the watermarked coefficients. The quanti-
tative approach is: If the binary watermark pixel value is 0,
the low frequency data by the same location even after quan-
tization or binary watermark pixel value are 1. If the same
location after the low-frequency data is quantified for the
odd, the original audio low frequency data is unchanged.
otherwise, we adjust the frequency by plus or minus 1 the
amount of data, allowing for the watermarked frequency of
each volume. If the corresponding position of the watermark
value is 0, then quantification is even. If the corresponding
location watermark value is 1, then quantified as odd.

(3) Get the watermarked audio data.
Watermark extraction steps are as follows:
e  The watermark audio signal is segmented.

e The compositions of each audio watermark imple-
ment B-spline approximation decomposition to get
low-frequency components.

e Use quantitative factors to quantify and determine the
parity. Subsequently receive a one-dimensional wa-
termark sequence.

e The watermark sequence is from I-dimensional to
two-dimensional images. Then scramble to get the an-
ti-two-dimensional watermark.

e By calculating the normalized correlation (NC) to
evaluate the extraction of the watermark information
and the similarity between the original watermarks.

>3 (i) (i)
™

3

i=1 j=1

()=

N

w(i,j)€(0,1),1<i<a,l<j<bis binary watermark image
which is on behalf of the i row j column pixel gray value.
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Fig. (2). The mutual masking at the same time between different frequencies of sound.

w(i,j),1<i<a,1< j<b is two-dimensional image scram-
bling to get the anti-two-dimensional watermark

Robustness is an important standard to measure the ro-
bustness of watermarking system, more robust watermark
against attacks that ability is stronger. The robustness of the
level is divided into the following categories: zero (no beast
stick), junior, senior, intermediate, advanced, senior and sen-
ior.

The watermark information processing module including
image watermark standardization, Arnold scrambling trans-
formation and dimension reduction, the watermark embed-
ding module includes the embedding position and embed-
ding. Watermark embedding module, the original audio sig-
nal processing module and detection module includes algo-
rithm quantization watermarking coefficient and self syn-
chronization algorithm, attack module is responsible for the
attack on the mixed audio signal simulation. The watermark
bits are extracted from the image, need to detect restructure
get audio information detection, processing and encryption
process is the opposite, first through the Arnold transform of
the detected images watermarking information according to
the reduction of key by changing the key.

When a certain frequency sound signal a rather high
strength, will produce a masking threshold curve on both
sides of the A, if there are other sound intensity under this
curve, even stronger than the auditory threshold and quiet
environment, but the ears of the people that are still could
not detect. Masking effect can be further divided into tem-
poral masking and simultaneous masking, temporal masking
is refers to between the different time sound mutual masking,
is by the human ear to time-resolved decision mechanism,
simultaneous masking refers to the mutual masking at the
same time between different frequencies of sound, shown in
Fig. (1) is the simultaneous masking, simultaneous masking
is due the human ear to the voice of the determined frequen-
cy resolution mechanism.

Audio signal is divided into meal, every meal of embed-
ding a watermark, audio frame length is determined by the
length of the watermark signal, has certain requirements of

the original audio signal, the original audio signal to have
redundant information embedding watermark enough. After
towel continue further subdivides to each PA data, each
segment is called a section, each section contains the calcula-
tion of audio signal energy, embedding position is deter-
mined by the signal energy.

3. EXPERIMENTAL PERFORMANCE ANALYSES

Experiment Matlab 7.0 is the platform. because
MATLAB has a significant advantage in the treatment of the
audio, and after the introduction of the support vector ma-
chine, which makes the system development more simple.
Moreover, the data display of results, as well as the chart
display also has certain advantages, the system supports the
use of wavelet transform digital watermarking algorithm of
audio watermarking algorithm based on support vector ma-
chine for audio file add watermark and extracting watermark
function based on.

The audio sample length is 1s and the sampling rate are
44.1kHz. The "bird" music is 16bit resolution. Original audio
signal and watermarked audio signal are as shown in Fig. (3)
and Fig. (5). You can find two audio signals are almost no
difference. The hearing can not perceive the subjective exist-
ence of watermark when the watermarked audio signals are
played.

As shown in Fig. (2) When a certain frequency sound
signal a rather high strength, will produce a masking thresh-
old curve on both sides of the A, if there are other sound
intensity under this curve, even stronger than the auditory
threshold and quiet environment, but the ears of the people
that are still could not detect [14]. Masking effect can be
further divided into temporal masking and simultaneous
masking, temporal masking is refers to between the different
time sound mutual masking, is by the human ear to time-
resolved decision mechanism, simultaneous masking refers
to the mutual masking at the same time between different
frequencies of sound, shown in Fig. (1) is the simultaneous
masking, simultaneous masking is due the human ear to the
voice of the determined frequency resolution mechanism.
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Fig. (3). Original audio signal.

Audio signal intensity as masking tone, weak energy and
strong signal masking cannot be signal ear perceive be mask-
ing tone. Masking tone in the former, masked tone in the
situation called backward masking or forward masking,
masked tone in the former, masking tone in the situation
referred to as forward masking or backward masking, for-
ward masking, masking is usually exist at the same time,
backward masking generally disappeared in 50-200ms mask-
ing tone, forward masking in general masking tone appeared
before the 5~20ms masking can hide more information. To
analyze the digital audio watermarking principle from the
angle of signal processing, the process of embedding digital
audio watermarking signal is seen as the superposition of
weak signal in strong signal, according to the characteristics
of human auditory system, as long as the guarantee that the
added signal under the human auditory system threshold or
in audio signals have a stronger voice can cover up to add
sound, the human ear can not feel the signal changes, or feel
very small changes. In order to achieve the purpose of em-
bedding watermark will carry on the adjustment to the origi-
nal audio signal, but considering the time and frequency
characteristics of the audio signals, this adjustment is little
impact on human hearing it [15-18].

In order to verify the original from an objective point of
watermarked audio signal and audio signal can not be aware
of, this algorithm uses signal to noise ratio (SNR) of the wa-
termarked audio signal for quantitative evaluation. The high-
er SNR is, the better is listened. Here we use the quantization
factor Q = 0.01, the resulting SNR = 32.7238. In order to
verify the extracted watermark and original watermark simi-
larity, the algorithm uses a normalized correlation coefficient
between the two NCs to quantitatively measure the differ-
ence. w and w' are the original watermark and the watermark
detection. NC (w, w") is closer to 1, and w and w' are the
higher correlation degree. NC (w, w') is closer to 0, and w
and w' are the lower correlation degree. Watermark extrac-
tion algorithm is based on watermark NC = 1.

To further test the robustness of the algorithm, respec-
tively, two different audio signals have a variety of attacks.
And similar SNR, with the literature [5] and traditional haar
wavelet transform are compared. Fig. (5) is watermarked
"bird" music (see Fig. 5) for various attacks on the water-
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mark image extracted. Table 1 is the two audio algorithm
and literature used in the watermark embedding and extrac-
tion algorithms of NC values. Table 2 is the two audio used
haar wavelet-based algorithm and the algorithm to extract
the watermark embedding and the NC value. Attack proce-
dure is as follows:

Table 1. Some common attacks with 2 watermarking audio
signals (1 B approximation, 2 NUB wavelet).

Bird Music 1

Bird Music 2

Attack
Q=0.0197snr=30.0754 | Q=0.003snr=32.0892

Not attack 1 1
Butter filter 0.9530 0.9562

Gaussian white noise 1 1

Re-quantization 1 1
re-sampling. 0.9960 0.9960
Shear 10% 0.9878 0.9958

Table 2. Some common attacks with 2 watermarking audio
signals (1 B approximation, 3 haar wavelet).

Bird Music 1

Bird Music 2

Attack
Q=0.0197snr=32.0754 Q=0.003snr=32.0754

Not attack 1 1

Butter filter 0.9530 0.9575
Gaussia-n white ] ]

noise

Re-quantization 1 1

re-sampling 0.9960 0.9960

Shear 10% 0.9878 0.9946
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Fig. (4). Audio signal after embedding watermark.
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Fig. (5). 4 watermark images extracted after some attacks to audio shown in Fig. (5).

(1) Low-pass filter: Filter order is 6 using cut-off fre-
quency of 22.05kHz. Butterworth low-pass filter filters the
audio signal containing the watermark filter, and experi-
mental result is shown in Fig. (5).

(2) Superimposed noise: Watermark for audio signals is
superimposed with mean 0 and standard deviation of 0.01
Gaussian white noise, and the experimental result is shown
in Fig. (5).

(3) Re-sampling: The original audio watermark signals
are up-sampling to 44.1kHz and down-sampling to
22.05kHz, and the experimental result is shown in Fig. (4).

(4) Re-quantization: The first step contains the water-
mark from the original 16bit audio signal to quantify the 8bit
and then quantifies the 16bit. The experimental result is
shown in Fig. (5).

(5) Shear: Audio signals containing random watermark
are cut off the original 10% reduction, and the experimental
result is shown in Fig. (5).

(6) The existing audio watermarking method against the
problem of poor synchronization attacks, proposes an adap-
tive synchronous audio watermarking method.

The method makes full use of the characteristics of audio
signal, audio signal is divided into frames segmented, choose
one of two watermark embedding, watermark embedding is
realized through the expansion or reduction of high frequen-
cy components of wavelet transform of energy, do not need

additional embedded synchronization information, can resist
the same step attack, has certain use value [19].

The digital audio watermarking technique because of its
wide application has been a hot research aspects of digital
watermarking, [20] this paper summarizes the digital audio
watermarking algorithms and related techniques, and puts
forward the current problems, in order to overcome the algo-
rithm itself in the robustness and the watermark can not be
contradiction between perception of both, study the selection
of the embedding position, resist attack algorithm, puts for-
ward two kinds of digital audio watermarking algorithm is
proposed; based on a digital audio watermarking algorithm
based on wavelet transform DWT lower, benefit.

Using the embedding position and relationship to embed
digital signal, a digital signal by the quantitative method is
embedded into the wavelet coefficients of two adjacent, the
experimental results prove that the algorithm has strong ro-
bustness, especially robust smoothing attack.

CONCLUSION

This paper presents a new B-spline approximation based
on digital audio watermarking algorithm using B-spline ap-
proximation decomposition. The signal length decomposi-
tion can be arbitrary.

We can get (less than the original signal) low-frequency
components of any size, and traditional wavelet decomposi-
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tion of each signal length must be a decomposition of a mul- (6] JC Clark, “gon}e PrOPtj;tieS 05 B-Sp}i;;; Inisigcgzg USA-JAPAN
: omputer Conference Proceedings, , pp:542-545.
tiple of 2, and you can Only get low-frequency component of [7] F. nga, “Smart Music algorithmgfor DOApgstimation”, Electronics
the original signal 1/2". Reduce the computational volume Letters, vol.33,n0.3, pp.190-191, 1997.
compared with the non-uniform B-spline wavelet decompo- [8] W. Sun, J.L. Bai, and K. Wang, “Novel method of ordinal bearing
.. . . oy oqe estimation for more sources based on obique projector”, Journal of
sition, so this algorithm has more ﬂemblllty' A large number Systems Engineering and Electronics, vol.20, No.3, pp.445-449,
of simulation experiments show that the algorithm can en- 2009,
sure that the watermark can not listen at the same time and [91 M. Naor, R. Ostrovsky, R. Venkatesan, and M. Yung, “Perfect
the attack on the common have better robustness. This paper zero-knowledge arguments for NP using anyone-way permutation”,
” . . . Lo Journal of Cryptology, vol. 11, no. 2, pp. 87-108, 1998.
presents an audio watermarking algorithm, which is simple [10] 1. Haitner, O. Horvitz, J. Katz, C. Y. Koo, R. Morselli, and R.
and easy to achieve and greater scope. Shaltiel, “Reducing Complexity Assumptions for Statistically-
Hiding Commitment”, In: Proceedings of Advances in Cryptology
— EUROCRYPT, 2005, pp. 58-77.
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