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Abstract: The current complex network evaluation model ignores the global influence, so this paper proposes complex 
network function evaluation algorithm based on node efficiency. The algorithm overall consider the global influence of 
node failure, and use the efficiency of the node on network to define the load of each node, Limit load and failure model, 
with the rate of striking the ultimate failure nodes on network to measure the functionality of the network, the result of ro-
bustness experiment proofs: the algorithm is suitable for assessing the robustness of large-scale and small-world network 
function, the complexity of algorithm time is O(n2). 
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1. INTRODUCTION 

There are many complex systems with the form of com-
plex network. These networks can be converted into com-
plex networks in the real world, such as the personal rela-
tionships in social system, collaborative network of scientists 
and spread net of epidemics, neuronal network in ecosystem, 
gene regulation network and protein interaction network, 
telephone network in IT systems, Internet, the World Wide 
Web and so on. The complex networks generally exist some 
basic statistical properties, such as the “small world effect” 
reflecting the length of short path and the characteristics of 
the high clustering coefficient; the nodes reflecting the com-
plex network obeys the ‘non -standard degree characteristics’ 
of the distribution of the power rate; Also the description 
complex network generally exist the characteristics of ‘the 
characteristics of community structure’ of ‘closely connected 
nodes within the same community, sparse connected nodes 
between different communities’ [1-3]. 

Complex network is the abstract of the complex systems, 
which exit everywhere; many real systems can use abstract 
as the network model for researching. Complex network 
researches the core issue that is the relationship between the 
structure of complex system and the functions. Therefore the 
function of optimizing the network structure and improving 
the system has attracted the attention of many scholars in the 
field of complex networks. On the current research of com-
plex network optimization, different scholars have different 
needs for different networks and the optimization objectives 
are not the same [4, 5]. Some scholars have focused on im-
proving network robustness. Jing WP et al proposed topolo-
gy optimization method in wireless sensor network based on 
Kleinberg model; through the optimization fault tolerance  
 
 

 

and reliability of the network can be significantly improved 
[6-8]; Fan W et al through the discovery and improvement of 
the existing topologies key nodes in complex network, the 
connectivity and robustness of P2P network are improved [9-
11]. Some scholars have focused on improving the network 
topology features: Wang LF studied the network edge recon-
nection algorithm; through the reconnection of the edges the 
synchronism of the network is improved [12, 13]; Ouveysi I 
et al. proposed a LCM-WP ways optimizing fiber optic net-
work from the current research situation and other fiber-optic 
network in order to reduce the network traffic flow and con-
gestion and optimize the robustness of network, by consider-
ing the network topology optimization and survival strate-
gies [14, 15]. Many scholars only focus on the purposes of 
complex network optimization, while the need cost of net-
work optimization is ignored. 

What method to evaluate the invulnerability of complex 
networks? Currently the research method of survivability of 
complex network based on graph theory attracts the attention 
of many scholars. Under a certain attack strategies (random 
attack or deliberate attack), Nira A uses distribution of short-
est path between the rate of connected node and node pair to 
measure the network reliability [16]. The larger scale value 
of connected node, and the shorter path between nodes, the 
greater reliability the network has. Wang B puts forward a 
scale-free network invulnerability optimization method y to 
deal with random attacks based on entropy. He thinks that 
network distribution entropy is lager, the network invulnera-
bility is stronger; He S uses network connectivity to measure 
the robustness of the network, and thinks that network con-
nectivity is not only affected by topology, but also affected 
by the information transmission capacity of node [17]. Once 
the network information transfer leads to blockage, it is like-
ly to cause the collapse of the entire network; Wang JW aims 
at the remove of nodes or edges on network, proposed meas-
urement network cascading failures model, and thinks that 
failure node will assign its load to an adjacent node and lead  
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to failure of the adjacent nodes. But they all exist room for 
improvement: Barabasi AL only consider the impact of the 
network topology to the network robustness, although con-
sidering the network functions robustness and topology ro-
bustness, but only consider the impact that load on the failed 
node to adjacent nodes, but ignore its global impact [18-22]. 
So, in this paper we consider the overall impact of the failed 
node in the network, and propose a algorithm which uses 
node efficiency to measure the node function robust. This 
paper first use original network node to define each node 
loads and load limits, according to the situation before and 
after network attack and the change of load node to deter-
mine the node function failure model; then give out network 
features robust assessment algorithm, and optimize it; finally, 
use experimental analysis to verify its effectiveness and fea-
sibility. 

This paper mainly made expanded and innovative work 
in the following areas: 

(1) In order to overcome the existing complex network 
robust research model which only considers the local impact 
of the node failure and defects of the network topology ro-
bustness, we propose complex network function evaluation 
algorithm based on the node efficiency. This algorithm con-
siders the node failure overall impact, and uses the efficiency 
of the network nodes to define the load of each node: maxi-
mum load and failure mode. Through the rate of attached 
final network invalid nodes to measure the shock robustness 
of the network functions, and gives the evaluation and opti-
mization algorithm. 

(2) In order to verify the correctness and validity of the 
complex networks function evaluation algorithm based on 
node efficiency, we did a simulation experiment, simply use 
the topology robustness to assess the robustness of the real 
network is not enough, but also need to consider node load. 
By increasing the resources of the information processing 
nodes to improve the reliability of the actual network system; 
to measure the actual network system functionality robust-
ness, should use conditions of maintaining the normal func-
tion of system to restrain. Under conditions of maintaining 
normal function, scale-free network in response to a deliber-
ate attack is very fragile, but has a strong fault tolerance to 
random attack; when a node hit is smaller, different ways of 
attack has little effect on random networks, and there is same  
 

classic conclusion with complex network robustness study. 
The simulation results show that: the assessment of this algo-
rithm which considers the complex network functionality 
robust of node load is feasible and effective, and for large 
complex networks, can get a good computing power. 

2. THEORETICAL BASIS OF COMPLEX NETWORK 

2.1. Introduce the Question 

The current methods of studying complex network ro-
bustness include the method which based on the shortest 
path of nodes, and the largest connected subnets scale of 
network, and network connectivity, etc., but they are based 
on the research of network topology, but ignored the robust-
ness of the network functions, since the operation of actual 
network system is not only affected by the topology, but also 
constraints by the capacity of node itself, e.g., the infor-
mation transmission on the communication network needs to 
consider the traffic load information of each node; traffic 
congestion in transport network need to consider evacuation 
traffic capacity of the transportation hub. Once node infor-
mation transmission on communication network is overload-
ed or traffic flow is over the transport hub of evacuation ca-
pacity on traffic network, it will also lead to the collapse of 
the entire network. Refer to the simple communication net-
work shown in Fig. (1) (the right side of the adjacent nodes 
are l), if the node: 1 is failure, it will make the traffic load 
which connect subnet A and B superimposed on 4v, once 4v 
is overloaded, the connectivity of the communication net-
work will be destroyed. 

Thus, in the actual course of the study the robustness of 
complex networks, consider the network topology alone is 
not enough, because removing nodes or edges can lead to 
redistribution of the flow of information throughout the net-
work and the load of node in the information transmission 
process will change. For the actual network system, the net-
work node failure is on global, rather than an impact on the 
neighbor node. For example in Fig. (1), the failure of v1 will 
affect v4. Network connectivity is not just the physical 
communication, and should consider the range of node load 
and node capacity constraints. Even if physical side suffered 
a blow, as long as the node has sufficient resources, it will  
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Fig. (1). Schematic About Distribution of Simple Communication Network Information Flow. 
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maintain its existing functionality by other means. However, 
if the node is overloaded, it will also lead to the collapse of 
the network, it is shown in Fig. (1). Accordingly, in the re-
search process of the robustness of complex networks, con-
sidering the global impact of the load node function and ro-
bustness is essential. 

2.2. Basic Knowledge 

Suppose Figure   R(v,k) is a no-circle and undirected con-

nected network. In it, 
  
v = v1,v2 ,...vn{ } is the set of all nodes 

in the network; 
  
k = k10 ,k11,...km partial{ } and  k ! vx is the set 

of edges between nodes. 
 
wij  represents the weight connect-

ing nodes  vi  and 
 
v j  edge field. 

Definition 1 For Figure   R(v,k) , with 
 
aij  represents 

weights of edge between nodes  vi  and 
 
v j  in  R , when  vi  

and 
 
v j  directly adjacent, 

 
aij = wij , otherwise 

 
aij = ! , then n 

order matrix 
 
A = aij( )nxn is called the weight side matrix of 

G. 

Edge weight matrix A is used to indicate the distance that 
each node in the network can get by one step. When 

 
aij = ! , 

indicating the nodes  vi  and 
 
v j  can not arrive by one step, 

and they are not adjacent. Edge weights on network used to 
represent the degree of difficulty about information flow 
between nodes, the greater the value, the more consumption 
of resources. 

Definition 2 node distance is the minimum sum of edge 
weights of all paths between two nodes, represented by d. If 
there is no path between  vi  and 

 
v j , then 

 
dij! . The maxi-

mum value between network nodes in the network is diame-
ter R . When the network is not entitled, m  represents the 
number of edges on the shortest path between two nodes. 

  
mij = min wpq

pq
!

"
#
$

%$

&
'
$

($
,vp ,vq )rij )Rt   (1) 

ijm  represents the distance between nodes  vi  and 
 
v j , 

 
rij  

represents a path connecting nodes  vi  and 
 
v j ,  Rt  represents 

the path collection connects node  vi ,
 
v j . 

Definition 3 network efficiency w  is the average value 
of reciprocal sum of the distance between all nodes pair on 
the network. 

  
w = 1

n(n!1)
1
diji" j

#   (2) 

 

 

In the form,  n  is the number of nodes in network, 
 
mij  is 

the distance between nodes  i and  j . 

From the definition of network Efficiency  w , we can see 
that E expresses the average degree of closeness between all 
nodes in the network. The node pair in the network is closer, 
the shorter distance there will be, and the efficiency value of 
the network is greater. In order to measure the average prox-
imity between in one node and other nodes in the network, 
based on the definition of network efficiency, we propose the 
concept of node efficiency  i . 

Definition 4 nodes efficiency ik is the average value of 
the reciprocal about the sum of distance between nodes k and 
the other nodes in the network. 

From form (3) we can see 

  
E = 1

n(n!1)
1
dij

= 1
ni" j

# 1
n!1

1
dkjj=1, j"k

n

#
$

%
&

'

(
)

k=1

n

#   (3) 

Therefore, this article defines ki  as follows: 

  
Ik =

1
n!1

1
dkji=1,i"k

n

#   (4) 

From the definition of  ik  we can see, the average of all 
nodes efficiency in the network is the network efficiency E, 
the efficiency of a node express the average difficulty from 
this node to other nodes in network. The node efficiency on 
the network is higher in the network, indicates that the node 
transmits information more easily to other nodes, and the 
fewer resources consumed. 

3. FUNCTIONAL ROBUSTNESS ASSESSMENT 
MODEL AND ALGORITHM 

3.1. Model 

The robustness of the network we study is the network is 
attacked by outside world or face the random failures itself, 
the ability that complex network system can maintain its 
function. In this paper, the complex network function robust 
assessment model considers the network topology node con-
nectivity and the load of node to determine the probability of 
node failure by the change of node load, then to achieve the 
aim the assessment of the robustness of the network function. 
The concept of node load in this article is proposed from the 
actual network resource distribution process, and it is the 
abstract representation of the load of node itself, it is charac-
terized by a node to maintain the existing functionality. If the 
node load is greater, indicating that the more severe the node 
resource consumption, and the ability to maintain existing 
functionality is weaker. 

For information transmission on network, if the distance 
between node pair is larger, but need to maintain the  
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integrity of the information transmission, so the resource 
consumption information transmission between the nodes is 
less; if the resource of node information processing is limited, 
then the loads it bear is larger. Due to network efficiency 
characterize the average closeness of nodes in the network, 
so the network efficiency to some extent reflects the load of 
the entire network. If the network efficiency is higher, indi-
cating that the distance between nodes pairs is shorter, and 
the network information flow more easily, and information 
transmission network load is smaller. 

Since the average value of all nodes efficient in the net-
work is network efficiency w , thus the efficiency of the node 
also reflects the sustainable load on the node. To the node 
whose resources for the information processing is fixed, if its 
efficiency is higher, it means that it is closer to the other 
nodes on network, and the flow of information is easier, the 
fewer resources consumed by the information transmission, 
and the smaller load imposed on the nodes. So, in this paper, 
we use node efficiency to characterize the load of node LD, 
and define the load node k as follows: 

  LDk = exp(! Ik )   (5) 

The communication network shown in Fig. (1), there are 

four communication paths exists between node 1v  and 5v . 
When   v1  is invalid, if   v2  and   v5  have sufficient resources to 

let them follow the path of   v2 ! v3 ! v4 ! v5 to communicate, 

then   v2  and   v5 will not fail, and the entire network can main-
tain its existing capabilities. Therefore, for the node, as long 
as it has a certain amount of resources to maintain its exist-
ing capabilities, it can withstand a certain load. This article 
defines the load of nodes in the network as the tolerance of 
the load B . 

For the general actual communication networks, because 
during the network formation process, the resources of each 
node in information processing is fixed, and the resource 
which can be used in information transmission process is the 
same, it lends to the loads they can bear are the same, both 
are  B . Therefore, we use the same a to characterize tolerate 
a load of network nodes, and is defined as 

   B =! " max(LDk ,k #1,!,n)   (6) 

In the form,   a !1 is the tolerance factor of the load node. 
In an actual system, some of the overloaded nodes are not 

invalid immediately, because people will take some 
measures to increase the capacity of the node, and remit the 
node load to improve the overall reliability of the network, 
e.g., the Dynamic Routing Policy in communication network. 
Thus, the failure of any node in the network has a threshold. 
Due to the fixed network node information processing re-
sources, lead to the same node failure threshold, which is 
defined as the node load limit 

 B! = " #C   (7) 

 

In the formula,  !"1 is the factor of limit load. 

According to the node limit load and load tolerance, we 

can define the failure probability kw  of node k as follows: 

  

wk =

0, LDk < C
LDk !C
C" !C

,C < LDk < C"

1, LDk > C"

#

$
%
%

&
%
%

  (8) 

From equation (8) we can see: when !" # α → ∞ , 

 B!" , each node has sufficient resources to maintain ex-
isting functionality, and is not affected by changes of topolo-
gy in the network, equal to only study the topology robust-
ness of the network; When β is fixed and β → ∞, it means 
the extreme load of each node is infinite great, and the fail-
ure of overloaded node is not entirely dependent on the load 
of node, but with a certain probability to maintain existing 
functionality. 

When the network is hit in a certain way, the failed node 
will lead to changes in the pattern of transmission of infor-
mation and loads of other nodes, once the load of node ex-
ceeds the limit load, it will cause the node failure, and in turn 
affect its load of other nodes. If the network is hit, and the 
failed node is less, it indicates the ability to maintain the 
normal operation of the network is stronger. 

Therefore, this article measures the functions robust of 
network via the number of failed node, and gives its normal-
ized expression 

  
f =

fi
i=1

Num

!
Num" n

  (9) 

In the formula, n  is the number of nodes in the network, 
Num indicates the number of the network's hit,  fi  represents 
the number of failure nodes caused by the  i  hit. Every fight 
is not only limited to one node fails; it can contain multiple 
failure modes. 

3.2. Evaluation Algorithms 

In order to statistic the failed node on the network, here 
we give the simple steps as follows: 

Put: network edge weight matrix 
  
A = aij( )n! n,",#  

Output: network function robustness w  
Begin 

l) Algorithm based on A  to calculate the shortest dis-
tance matrix  D  is 

 
a = aij

!" #$ //Floyd between all nodes: 

2) Determine the efficiency and the load of the network 
node  
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 F  or  i  = 1 to  n  

{According to D  is 
 
a = aij

!" #$  to determine the  li , LD  i  

of node  vi }: 

3) According to the node load of the original network, to 
determine the tolerance load  w  and the limit load  B!  of 
network node; 

4) Determine the function robustness f of the network 

According to the method of bit to determine the failure 
nodes and their number   s_ wx ; 

While (   s_ wx ! 0 ) 

{According to the failed node, amend A ; 

Repeat step l), 2) to determine the node load; 

According to form (8) to determine the node with func-
tional failure and it number   s_ wx }; 

According to form (9) to determine the function robust-
ness of the network, the output f; 

End 

As can be seen from the above algorithm steps, the time 
complexity of the algorithm depends on the shortest distance 
between all node pair on calculation of the matrix 

 
Dsi = dij

!" #$ . Because the time complexity of the floyd algo-

rithm is O (n3), so the time complexity of this algorithm in 
the worst situation is O (n4). According to the feature that 
floyd algorithm calculate the shortest distance between node 
pair, so in order to reduce the complexity of its time, this 
paper can optimize it. Due to Floy d algorithm in the process 
of calculating the shortest distance matrix 

 
Dsi = dij

!" #$  needs 

n cycles for the right side of the matrix, but when the short-
est distance between all nodes on the network have been 
found, we will find 

 
Dsi = dij

!" #$  maintains unchanged in the 

subsequent recycling process. Therefore, in process of solv-
ing 

 
Dsi = dij

!" #$ , if blindly do n cycles, will inevitably lead to 

a waste of computing resources, and improve time complexi-
ty of the algorithm. Based on this, in the process of using 
Floyd algorithm to calculate 

 
Dsi = dij

!" #$ , this paper sets the 

identity matrix to determine if the shortest distance between 
nodes has been found, once you find it out, then jump out of 
the loop , thus reducing running time and improve the effi-
ciency of the algorithm. According to random matrix theory, 
we know that any the shortest distance between nodes can be 
got by side weight matrix 

 
A = aij( )n! n . If the shortest dis-

tance between nodes pairs has been identified, it means the 
maximum value (network diameter R) of distance between 
network nodes pairs has also been identified. We can know,  
 

after optimization, the time complexity of this algorithm 
becomes 0 (Mn3), M represents the number of cycles that 
the network diameter R determination required. When the 
network has a small-world characteristics, and M n≤ , the 
time complexity of the algorithm can achieve O(n5), the 
evaluation of the functionality robustness of small-world and 
large-scale network can get a good computing power. 

4. SIMULATION EXPERIMENT AND ANALYSIS 

4.1. Experiment Environment and Setup 

Assume the scale-free communication network and ran-
dom communication network with the number of nodes are 
512 and the number of sides is 1504. 

In order to analyze the efficiency of the algorithm, use of 
the optimization algorithm to run MATLAB programs on the 
Intel Core 2 Duad 2.86 GHz computer, and assess the func-
tional robustness for the different sizes and small-world net-
work whose weight side is 1 (each node is connected to an 
adjacent six nodes, the probability of side reconnection is 
0.3). 

4.2. Effectiveness Analysis of Model 

For simple communication network shown in Fig. (1), 
the paper treats network connectivity and maximum connec-
tivity subnet as indicator, when the network assesses topolo-
gy robustness and functional robustness while   k1 ,   k1  and   k2  
are both failure, the assessment result is shown in Table 1 
(multiple emulation average). 

As can be seen from Table 1, when != " , the result of 
network function robustness is consistent with the topology 
robustness assessment result; When != 1," = 1.6 , the evalua-
tion results of network function robustness is different from 
the robustness of the topology. Analyze the reason, it is due 
to the assessment of network function robustness considers 
the tolerated load of communication network node. Once 
node overload, it will also lead to the destruction of network 
connectivity and reducing the size of the largest connected 
subnet, such as edge node   k5,k6 ,k7 overload. We can see, 
simply use the topology robustness to assess the robustness 
of actual network is one-sided, only overall consider the 
network topology, the capacity of the node, and the sustaina-
ble load to make the assessment of network robustness is 
more accurate. 

About the study of complex networks robustness, gener-
ally consider that in the random attack, scale-free networks 
have a stronger fault tolerance than random network; but in a 
deliberate attack, scale-free network seems extremely fragile, 
use mentioned method in this article to assess the robustness. 
After simulation (average of multiple sampling), the assess-
ment results of function robustness about random communi-
cation network and non-standard communication network 
are shown in Figs. (2, 3). 

 

RETRACTED ARTICLE



2172    The Open Automation and Control Systems Journal, 2015, Volume 7 Xu Jian 

As can be seen from Figs. (2, 3), with the increase of tol-
erance factor and limit factor of the load of network node, 
the function robustness of the communication network grad-
ually increased. When α, the curve of function robustness of 
communication network is a straight line whose slope is 1, 
indicating that there is no communication network as a result 
of overload function failure node, except the hit node, other 
nodes can maintain its existing communication function, 
then the function robustness of the communication network 
is the strongest. We can see, to the actual network system of  
 

 

different topology, in order to increase reliability, reduce the 
number of function-failure node caused by overload, we can 
add a node of the information processing resources to in-
crease the capacity of the node, then reduce the failure prob-
ability of node function, and let the network has a strong 
functional robustness. 

When the value of α and β is certain, on the whole: scale-
free communication network in response to a deliberate at-
tack on its functional robustness is low , but has strong  
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Fig. (2). Schematic of Functionality Robust of Random Communication Network. 

Table 1. The Result of Simple Communication Network Robustness Assessment. 

Evaluation Index Failure Node   k1    k1 ,  k2  

topology robustness 
network connectivity connected unconnected 

scale of Max connected subnet 18 14 

function robustness 
network connectivity unconnected unconnected 

scale of Max connected subnet 15 0 

function robustness 
network connectivity connected unconnected 

scale of Max connected subnet 18 14 
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Fig. (3). Schematic of Functionality Robust of Scale-Free Communication Network. RETRACTED ARTICLE
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tolerance on random attack; but different ways of attacking 
random communication has little effect on the network, 
which is consistent with the classic conclusion of assessment 
of the robustness of the network, it illustrates the effective-
ness of this method, however, the assessment of considering 
the function robust of complex communications network of 
the load node, you should use the actual maintain the normal 
function of the communication system in response to a dif-
ferent mode of attack under constraint. For example: if there 
is 12% node on communication network is failed, it will 
make the network collapse, when the size of node is more 
than 12%, the conclusion of complex network robustness 
assessment is not true, because in this case the impact of 
random attacks and deliberate attacks on the communications 
network is the same, so if the actual network system main-
tains normal function, scale-free network in response to a 
deliberate attack is very fragile, However, has a strong toler-
ance by random attack, which is shown in Fig. (3); when the 
scale of node attack is small, attack in different ways has 
small influence on random networks, when the size exceeds 
a predetermined threshold value, deliberate attacks on ran-
dom network is also very fragile, it is shown in Fig. (2). 

4.3. Algorithm Efficiency Analysis 

In the current study on complex network robustness, the 
reason why scholars consider only local effects of node  
 

failures while ignoring its global impact is due to complexity 
time if consider the robustness assessment algorithm of 
global information network, for large-scale network, it is not 
apply, so this paper proposes the robustness of complex net-
works function optimization algorithm. 

Assume  != 3 , ! = 8 , the running time (the average of 
several sampling) shown in Fig. (4). 

As can be seen from Fig. (4), the assessment time of op-
timized algorithm is no more than 104s on small-world net-
work features robust whose number of nodes is 1000, and 
the scale of deliberate attacks is 20%, and with the size of 
the node hit is reduced, its computing power is better, it 
shows that the proposed algorithm is effective. Because the 
actual system is mostly has small-world characteristic, so use 
this method for the assessment of large-scale and small-
world function robustness network can obtain ideal compu-
ting power. 

4.4. The Convergence Rate of Algorithm 

Use traditional algorithms for complex network assess-
ment and use our algorithm for security situation assessment 
of complex network, and the obtained experimental results 
can be described by Fig. (5). 
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Fig. (4). Execution Efficiency Charts of Different Size and Small World Network Algorithm. 
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We can know from the above experimental results that 
the evaluation curve we obtained by using our algorithm for 
complex network assessment, is closer to the real complex 
network. It represents that in the process of assessment of 
complex network, our algorithm has better performance. 
During the process of assessing complex network by using 
different algorithms, the convergence rate of evaluation re-
sult we obtained can be described by Fig. (6). According to 
the comparing result of convergence rate of different algo-
rithms, we can be informed that the convergence rate of our 
algorithm is faster, greatly reduces the learning time, thereby 
improving the accuracy of the assessment of complex net-
work. 

CONCLUSION 

For today's complex network robustness evaluation mod-
el only consider the robustness of the network topology and 
the defect of local effect of the failed node, so this paper 
proposes complex network function evaluation algorithm 
based on node efficiency. The algorithm overall consider the 
global influence of node failure, and use the efficiency of the 
node on network to define the load of each node, Limit load 
and failure model, with the rate of striking the ultimate fail-
ure nodes on network to measure the functionality of the 
network, the result of robustness experiment proofs: the al-
gorithm is suitable for assessing the robustness of large-scale 
and small-world network function, the complexity of algo-
rithm time is O (n2). 
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Fig. (6). Comparisons about Convergence Rates of Different Algorithms. 
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