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Abstract: Bayesian equilibrium algorithm model of information vulnerability assessment was established, and it had introduced the weighted directional method in the model. Then it established an information system evaluation program for
complex network, and designed the procedures of vulnerability assessment. In order to verify the validity and reliability of
the model, complex network test platform was built, and the network data of the test platform was monitored. It had obtained the effect of different nodes on the network vulnerability of the complex network test platform through the calculation. It had verified the role of directed weights in the analysis of complex network, which had provided the theory reference for the vulnerability assessment of information system network.
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1. INTRODUCTION
In recent years, the theory of complex network has become the hotspot for information system vulnerability research. Vulnerability assessment of large information system
based on the complex network theory is a research method
that explores the internal mechanism of the spread of cascading failure in the research and fault simulation of the topological properties of large information system. The vulnerability of complex network is studied with the weighted directional method, and the test platform of complex network
is built. In order to verify the validity of weighted directional
method on the detection of complex network, the vulnerability of different nodes is detected on the testal platform, and it
obtains the vulnerability assessment results of different network nodes.
2. OVERVIEW ON THE VULNERABILITY ASSESSMENT OF COMPLEX NETWORK INFORMATION
SYSTEM
The traditional complex network theory based vulnerability assessment of information system generally considers the
network nodes, without considering the direction or weights
of the nodes, which has led to the failure of accurately measuring, so it needs to establish related model with the actual
complex network to improve the reliability of vulnerability
analysis.
Fig. (1) shows the topology model designed in the paper
for the vulnerability assessment of complex network information. The actual complex network model is linked with
the topological model through the model in Fig. (1). Using
the directed weights to calculate the effect of different network nodes on the system vulnerability has improved the
reliability of information analysis.

Fig. (1). Vulnerability analysis models of directed weights directional network information system.

3. VULNERABILITY ASSESSMENT MATHEMATICAL MODEL OF DIRECTED WEIGHTS INFORMATION OF COMPLEX NETWORK
For the complex network, the assessment process of information systems is relatively complex, because complex
network nodes are randomly distributed. The weighted directional method is used to improve the random distribution of
the nodes. Assuming that the input information of the node
in network is set as Pi , the basic information of system is

Pb , then the weight r of the node i is defined as that.
r = Pi / Pb

(1)

The weight r of the node i represents the power characteristics of node i , which has reflected the importance of
this node to contain the information in the network. The
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value is greater, the contained amount of information is
larger. Once a fault occurs, the node will cause a huge harm
to the system. Assuming that the signal source of information system has two status of the 0 and 1, the emission probability of 0 is 0.55, and the emission probability of 1 is 0.45
emission. The signal received by signal termination is 0 or 1
or "not clear", then the probability matrix can be written as
following.
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Assuming that the accurate rate of decision-making is set
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that shows the accuracy of information value

y j under the condition of xi . Then the posterior Bayesian
formula can be expressed as that.
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According to the probability model, a complex stochastic
network is assumed as shown in Fig. (2).

i

General Procedures of Bayesian vulnerability assessment
are shown as follows.
Algorithm: PBNEStrategy_generation(RA-DGM, Utility)
Input: RA-DGM, Utility
Output: PBNEStrategy
Description:
for(x=0;x<a;x++)
{ maxAS[x][num]=”Utility[x][0]”;
maxUti[0]=Utility[x][0][1][0];
maxUti[1]=Utility[x][0][1][1];
for(y=1;y<b;y++)
......
4. VULNERABILITY ASSESSMENT OF COMPLEX
NETWORK INFORMATION SYSTEM

Fig. (2). Schematic diagram of complex network.

Figure 2 shows a schematic diagram of complex network
in the information system. The weighted directional graph
can change the random to be Have to use the full weight of
the random graph can become regularized, as shown in Fig.
(3).

The test network environment of information system has
been built to verify the validity and reliability of the vulnerability assessment model and algorithm for Bayesian information system designed in the second part, and Bayesian
scheme has been used to carry out the vulnerability assessment of network environment, as shown in Fig. (4).

Fig. (3). Schematic diagram of network regularization.

Fig. (3) shows the regularized process of complex network by using directed weights. If the Bayesian formula is
used to solve, the emitted signal of 0 is recorded as A, the
emitted signal of 1 is recorded as A , and the received signal
of 1 is recorded as B, then the probability of receiving 1 is
respectively as following.

P( A / B) =

P( A)P(B / A)
P( A)P(B / A) + P( A)P(B / A)

P( A / B) =

P( A)P(B / A)
P( A)P(B / A) + P( A)P(B / A)

(3)

Fig. (4). Testal network of information system.

The complex network of the information system is composed of 57 network equipments. DMZ region consists of 3
servers, which can provide information exchange for the
external network and local area network, and can meet the
requirement of two Web servers running at the same time, to
achieve a balanced configuration and to provide a SSH
server. Internal network of information system is divided
into two parts. One part is the server group, and the other one
is the user group. The server group is made up of three servers, including backup server, data server and file server.

Vulnerability Assessment of Information System

Table 1.
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Vulnerability assessment of information system.

Line Sorting

The Node i

The Node j

The Number of Attacks

Attack Probability

1

5

8

1

0.001

2

12

11

2

0.002

3

9

6

1

0.001

4

15

13

3

0.003

5

17

9

1

0.001

Table 1 shows the vulnerability detected results of complex network in the information system. The detection circuit
is divided into five parts, including two kinds of nodes of i
and j. The detection results show that the highest number of
attacks is in the line3 with highest attack probability and
higher vulnerability. The vulnerability of line 1, 3 and 5 is
relatively reduced, and the network security performance of
information system is good.
CONCLUSION

Fig. (5). Complex network detection results nephogram.

Fig. (5) shows the detection results of complex network
in the information system. As shown in Fig. (5), from the red
to the blue, it represents the degree of network vulnerability,
in which the red represents the highest vulnerability, and the
blue represents the lowest vulnerability. The detection results
are deployed in the form of curves, as shown in Fig. (6).

In this paper, the assessment model of the vulnerability
for information system is improved by using Bayesian equilibrium algorithm. The mathematical evaluation model of
combined complex network information systems is established through the combination of weighted directional algorithm, and the algorithmic routine of network vulnerability
assessment is designed. In order to verify the validity and
reliability of the model and the algorithm, the test platform
of complex network is built, and the vulnerability of network
is detected with the weighted directional method, which has
got the probability distribution nephogram of network vulnerability and the curve of network performance with time
changing. At the last, the effect of different nodes of the
network on the vulnerability of system is calculated with
directed weights. And the results shown that the attacked
number of different nodes and the attacked probability have
improved the credibility of information analysis, which has
provided theory reference for the research of information
system vulnerability.
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